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CREDIT DERIVATIVES IN BANKING: BENEFITS AND THREATS

Abstract. Financial institutions have faced a variety of threats, the main reasons for
which are weak lending standards, ineffective risk evaluation of the loan portfolio,
lack of attention to economic and other factors that can affect the creditworthiness
of bank counterparties. Thus, among various threats, credit risk, caused by lending,
remains the main source of problems for commercial banks. However, globalization
and liberalization of the global financial system has led to the appearance of other
sources, including trade and investment transactions, which are reflected both on the
balance sheet and off-balance sheet. Banks are increasingly faced with credit risk in
other financial operations - for example, with derivative financial instruments.

Effective credit risk management is a critically important component of the
comprehensive approach to risk management and the long-term success of a banking
organization. The use of financial instruments that allows commercial banks to transfer
credit risk to a third party for a fee and, thus, avoid the additional costs for forming
reserves, has become one of the ways to prevent negative consequences. However,
despite the many advantages associated with the risk hedging, credit derivatives, like
other financial innovations, pose additional risks directly related to the application of
these instruments. For example, these risks have manifested themselves in the global
financial crisis of 2008-2009 and minimized the positive effect of the credit derivatives.

This article discusses the advantages and disadvantages of using credit derivatives
by commercial banks, shows the need for timely identification of probable risks and the
development of effective methods for managing them by both the risk management of
the bank and regulators.

Keywords: derivatives, derivative financial instruments, banking system, global
financial crisis, hedging, risk mitigation methods

Formulas: 0, fig.: 1, tabl.: 0, bibl.: 37

JEL Classification: E51, F39, G21

Introduction. Banks can use mechanisms such as collateral, insurance, reserves,
diversification, each of which helps to reduce the probability of risk. However, these
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mechanisms are not flexible enough, and they do not separate the credit risk from the
real position, while the use of credit derivatives allows banks to solve the problems they
face when trying to mitigate risk.

Nowadays, the world derivative market exceeds the volume of trades in major
financial instruments and has a very dynamic pace of development. This trend has not
changed, despite their negative “fame” since the onset of the global financial crisis. The
reason for the popularity of this market is providing the wide range of opportunities for
investors pursuing completely different goals in the financial market.

In the context of the instability of global economic development, market participants
are trying to find ways to protect against systemic risks, and credit derivatives, as known,
are designed to help distribute credit risks across the entire financial market. However,
the impact of these financial instrumentsisambiguous. Onthe one hand, operations with
derivative instruments allow minimizing risks and increasing the efficiency of financial
and production as well as economic activities of financial market participants. On the
other hand, derivative transactions in countries with transition economies are quite risky
for all subjects of the market. Taking this fact into account, market participants need
to constantly monitor the implementation of transactions with derivatives in order to
timely identify possible risks and develop effective methods of managing them.

In international practice, derivatives are an important element in the functioning
of financial, monetary and commodity markets. However, due to their complexity
and connection with other assets and financial instruments, the use of derivatives is a
complex area of financial institutions activity, which requires special forms of regulation
and supervision by governments. Despite the widespread use of derivatives, this market
segment is still unregulated, which may expose the financial institution to significant
risks. Bankruptcies and financial difficulties of the largest operators of the credit
derivatives market only confirm this fact. These include investment banks Bear Stearns
and Merrill Lynch, JP Morgan Chase and Bank of New York, as well as the bankrupt
Lehman Brothers.

The purpose of this article is to analyse the advantages and disadvantages of using
credit derivatives by commercial banks, as well as to emphasize the need for timely
identification of probable risks and the development of effective methods for managing
them by both the risk management of the bank and regulators.

Literature review and the problem statement. The increase in the volume of
transactions in the credit derivatives market, accompanied by greater interest in it from
organizations in various fields, indicates the high level of involvement of derivatives
in the risk management process. In general, the emergence of these instruments was
intended to help banks shift risk off their balance sheets by purchasing credit protection
from a third party. However, at the moment, their scope is not limited only to banking
or the framework of any market. The ability to separate credit risk from the underlying
asset and transfer a third party has led to new ways of using derivatives, in which they
provide a viable alternative to traditional insurance instruments.

At the same time, the development of credit derivatives has given rise to a number
of additional problems. So, among the main reasons for the international financial crisis,
many researchers name the developmentand increase in the volume of transactions with
derivatives. Questions about the positive and negative effects of the use of derivative
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financial instruments in the modern economy have been widely covered in the scientific
literature.

Among foreign works, the development and functioning of derivatives markets
from a theoretical point of view was covered in the articles of the following authors: S.
Anbil [Anbil, Saretto, Tookes 2016], F. J. Fabozzi [Fabozzi, Modigliani, Jones 2009], Jan
Job de Vries Robbe and Paul U Ali [Jan Job de Vries Robbe, Ali Paul 2008], J. Sinkey
[Sinkey 2007], B. Glavan [Glavan 2009], F. J. Jones [Fabozzi, Modigliani, Jones 2009],
M. Mejstrik [Mejstrik, Pecena, Teply 2015], F. P. Modigliani [Fabozzi, Modigliani, Jones
2009], M. Pecena [Mejstrik, Pecena, Teply 2015], A. Saretto [Anbil, Saretto, Tookes 2016],
B. Sutorova [Sutorova, Teply 2014], P. Teply [Mejstrik, Pecena, Teply 2015], H. Tookes
[Anbil, Saretto, Tookes 2016], F. lacono [lacono 1997] and others.

The main aspects of derivative markets, raised in these works, relate to the study of
its functioning and importance for participants of economic activity. In addition, special
attention is paid to substantiating the probability of negative consequences in the result of
practical use of derivative financial instruments.

In the Ukrainian scientific literature, the issue of the derivative market is considered in
the works of the following authors: S. Moshenskyi [Moshenskyi 2018], O. Novak [Novak,
Osadcha, Petruk 2019], T. Osadcha [Novak, Osadcha, Petruk 2019], O. Petruk [Novak,
Osadcha, Petruk 2019], A. Petruk [Petruk 2020], L. Prymostka [Prymostka 2001], L. Pylypenko
[Pylypenko 2016], A. Shevchenko [Shevchenko 2018], M. Shvayko [Shvanko, Grebeniuk
2020] and others. In these works, attention is focused on the analysis of derivatives' nature,
their classification, as well as the main methods of regulating their practical use. In addition,
the problems of derivative markets in the global economy are considered in studies of large
investment banks, audit companies and government regulators.

Research results. Due to the process of the global economic globalization, derivative
financial instruments (DFls) are increasingly filling the regional and national financial
markets of developing countries and countries with transitional economy. However,
the role of derivatives in the global financial sector is defined as contradictory - from
significant positive impact for economic agents based on risk hedging, to negative -
because of speculative mechanisms of using derivative financial instruments and their
act as an accelerator of financial instability [Lubben 2007].

Before determining the advantages and disadvantages of using credit derivatives in
the banking sector, it is necessary, first of all, to understand what should be understood
by these instruments and what are their specific features. Today, there are several
approaches to determining the nature of credit derivatives, the most common of which
we are going to consider below.

Among Western authors, international financial organizations and national
supervisors, the approach to understanding credit derivatives as instruments designed
to transfer credit risk from one person to another has become quite widespread. Thus,
according to the definition of the German Banking Industry Committee (GBIC), credit
derivatives are “instruments ... the purpose of which is to transfer credit risk present in
loans, bonds or other risky assets or market positions to a third party acting as a seller
of protection” [Kothari 2008].

Identical in content is the approach proposed by the Financial Services Authority
(FSA), in which the concept of credit derivatives is used to describe swaps and option
contracts designed to transfer credit risk on loans or other assets from one party (buyer
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of protection) to the other party (seller of protection) [Kothari 2008]. The seller of
protection receives a premium or interest payments in exchange for an obligation to
make a payment to the buyer of protection, the performance of which is directly related
to the credit position of the underlying asset.

Another approach involves interpreting the concept of “credit derivative” based on
the peculiarities of pricing. These views are shared by experts of the largest international
audit company PriceWaterhouseCoopers, who call credit derivatives “contracts, the
value of which is based on the credit risk of bonds or bank loans” [Finnerty 1998].

A different approach is proposed by lacono F. in “Derivatives Handbook: Risk
Management and Control”. Thus, in his opinion, credit derivatives are instruments,
“based on changes in the credit characteristics of any asset or group of assets that are
sensitive to changes in the level of credit risk” [lacono, 1997].

According to one of the world's leading investors, Warren Buffett, derivatives are
"weapons of mass destruction”, "time bombs that threaten the economic system”,
"central banks and governments have not yet found effective ways to control or at least
monitor the risks posed by derivatives markets” [Tally 2010].

As can be seen from the above approaches to understanding the nature of credit
derivatives, views on this concept differ and are imperfect. However, it is currently
controversial not only the interpretation of the concept of “credit derivatives”, but also
their classification - what tools should be attributed to them. However, despite all these
problems, at the beginning of the XXI century, credit derivatives have become one of
the most attractive financial instruments for commercial banks, which later were known
as the impetus for a protracted financial crisis [Poledna et. al. 2015; Simkovic 2008].
Therefore, the following question arises - what are the benefits of credit derivatives that
have forced commercial banks to “turn a blind eye” to the threats posed by the same
financial instruments (Fig.1).

Credit derivatives are financial instruments that transfer credit risk of an underlying
portfolio of securities from one party to another without transferring the underlying

portfolio.
ADVANTAGES DISADVANTAGES J
/ > Hedging Risk \ / » Distortion of the risk \
» Portfolio Diversification > :/Issesl's:ent Zystem
> Flexibilit oral mazar
Yoo . » Information failure
> Allow to avoid additional > E . £ off-bal
ts for reserves xtension ot “oftt-balance
cos sheet” loan

Figure 1 - Advantages and disadvantages of using credit derivatives in banking
Source: developed by the authors
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The rapid growth of the credit derivatives market is explained by the fact that their
use has a number of advantages for commercial banks:

1. A borrower does not participate in the conclusion of a contract. A bank and a
party, purchasing the risk, are not obliged to notify a borrower about agreement. Credit
derivatives are in high demand by commercial banks due to the fact that they allow
to transfer credit risk without actually selling the loan asset and, accordingly, without
writing it off the balance sheet. The important point is that in this case there is no need
to notify the borrower of the agreement, which allows to maintain its confidentiality.
Thus, credit derivatives allow commercial banks, on the one hand, to effectively manage
credit risks, and on the other - not to break relations with their clients [Choudhry 2010;
Shamsher, Taufiq 2008].

2. Derivatives are instruments that insure risks throughout the existence of the
underlying asset (unlike, for example, a fixed-term insurance contract), and in the case
of a credit or risk event, the seller of protection makes an immediate payment to the
buyer of protection in the amount specified when concluding the contract [Minton et
al. 2009].

3. Opportunity for commercial banks with the help of credit derivatives to avoid
additional costs for the formation of reserves. Practically in every country, the mandatory
requirement of banking regulators is the formation of reserves for credit operations of
banks [Petruk 2020]. One way to solve this problem was to use credit derivatives, which
allowed commercial banks for a fee to transfer credit risk to a third party and, thus, not
incur the cost of forming reserves. The advantage of credit derivatives was that the
amount of the fee depended only on the level of credit risk of the borrower, which was
determined by his credit rating: the lower the risk level, the higher the credit rating and,
accordingly, the lower the fee. As a result, banks sought to purchase protection in the
form of credit derivatives on the obligations of first-class borrowers due to the fact that
the cost of its acquisition was lower than the cost of forming reserves.

4.The possibility of using credit derivatives as an effective way to diversify the portfolio
and increase its profitability. A significant advantage of credit derivatives over traditional
methods of diversification, such as the purchase of shares, bonds or other types of
securities, is that diversification through credit derivatives with the same benefits does
not require the investor to make initial investments related to the acquisition of any
assets [Sinkey 2007].

5. The relative flexibility of credit derivatives, which allows these instruments to easily
fit into various securitization schemes for bank assets [Choudhry 2010].

However, despite the many advantages, credit derivatives, together with the positive
impact, pose many threats for banks and the whole financial system.

1. Information failure. The most common problem in the use of derivatives by banks
is “information asymmetry”. Information asymmetry is an informational situation of
interaction between two subjects, in which one subject has more knowledge about
the object of interaction than the other [Bergh et al. 2018]. This problem lies in the
conflict between a bank and a seller of credit protection - a bank may be less interested
in preventing losses that it passes on to a seller of credit protection. The threat of
“information asymmetry” leads to the problem of using dishonest methods when the
insurance premium is too high and the quality of the insurance provided is too low
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[Gibson 2007]. Payments under credit derivative contracts can be subject to legal
frameworks that are difficult to apply.

2. Moral Hazard. Banks can create “moral hazard” by using credit derivatives to
transfer their share of risk. Credit derivatives allow banks to manage their illiquid credit
accumulation, as well as limit their credit position. This type of derivative encourages
banks to take unnecessary risks and lend to less reliable borrowers in larger quantities
than they would borrow in the absence of credit derivatives [Shah 2010]. Thus, this
weakens the control function of banks and reduces the quality of credit services [Umlauft
2015].

At the same time, banks that enter into such agreements violate their own interests.
This primarily affects the cost of credit protection. The riskier the loan - the higher the cost
of insurance, so a bank should weigh the risk it wants to hedge. Loans are divided into
tranches through targeted mechanisms; they are controlled by a trustee and distributed
among credit protection sellers according to the level of risk, however, a bank issuing a
letter of credit retains the riskiest tranche and is the first to suffer losses. Thus, it becomes
unwise for banks to lend large sums of money to less reliable borrowers, and this forces
financial institutions to monitor clients, even if they have insured the loan.

3. Distortion of the risk assessment system. The apparent security that encourages
banks to take greater risks than they can bear can be more dangerous than the problem
of moral hazard. The division of credit risk should make the economic system safer, but at
the same time the uncontrolled expansion of credit leads to panic and market collapse.
Thus, credit derivatives distort the risk assessment system: instead of assessing and
accepting credit risks wisely, the bank is tempted to buy insurance coverage and simply
remove the problem. Ultimately, the use of such a mechanism leads to an increase in
the total amount of credit risk in the economy [Grima, Thalassinos 2020].

4. Problems with off-balance sheet derivative transactions. Another threat to global
financial stability may be derivative transactions themselves, the liabilities of which
are considered in the accounting of commercial banks on off-balance sheet accounts.
Formally, the number of open derivative positions can be increased without any
restrictions, as it is not associated with direct investments. However, in reality, such
transactions inevitably require a certain reservation of funds, firstly, in case of default
under a separate derivative contract by one of the bank's clients, and secondly, in
case of temporary imbalance of the bank's derivatives portfolio for payments to its
counterparties and proceeds from them [Abor et al. 2019].

The total amount of such off-balance sheet transactions depends on the total amount
of capital that financial institutions allocate for their operations in the derivatives market.
The problem is that this capital competes with other possible areas of its investment,
which largely depend on current market interest rates, including risk-free interest rates.
Thus, lowering market interest rates reduces the cost of credit, and therefore allows
to invest more and more funds in intermediary activities in the global DFI market at
higher incomes. Increasing this kind of “off-balance sheet credit” makes participants
extremely sensitive to many changes in market conditions, and above all - to possible
fluctuations in market interest rates. Excessive expansion of “off-balance sheet credit”
in relation to the real capital derivatives involved in its market increases the credit risks,
and, therefore, is a potential source of instability or severe shocks in the global financial
market as a whole [Abor et al. 2019].
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In addition, it can be argued that the consequences of the use of credit derivatives
by commercial banks, in terms of risk and instability in the global financial market, are
ambiguous. Given the above facts, the mechanisms of regulating the credit activities
of commercial banks are especially important [Radova, Garkyscha 2018; Lanets
2016; Lentner et al. 2019]. These mechanisms usually include certain restrictions and
requirements regarding [Petruk 2020]:

- minimum amounts of equity;

- disclosure of information;

- methods of calculation and recommended quantitative values of market risk levels;

- forms and procedure for concluding the most frequently used types of derivative

contracts.

Currently, the main documents of international banking regulation, which specify the
above requirements and restrictions, include "Banking Standards", developed by the
Basel Committee on Banking Supervision (Committee on Banking Supervision of the
Bank for international Settlements), are known as the “Basel Recommendations” (“Basel
I”, “Basel Il", “Basel 1.5” and “Basel IlI"). Today, the application of the rules of “Basel Ill”
is relevant. Central banks in more than 100 countries apply these standards to regulate
banking activities [Kuznetsova, Pohorelenko 2020; Petruk 2020].

Technically, the implementation deadline for Basel Il was 2019, but the crisis events
in the banking market necessitated the regulator to develop even stricter rules, which
are called "Basel IV". This standard is expected to follow (Basel Ill) and imply new capital
requirements and greater financial disclosures.

Basel IV will include [Neisen, Roth 2018]:

1. Higher requirements for the leverage ratio;

2. Assumes simpler or standardized models for calculating capital requirements of

a bank, uniform for all, and not internal banking models (the Basel Committee has
made proposals to develop simpler models as part of Basel lll completion);

3. More detailed disclosure of information about formation of the capital reserves

and other financial statistics.

The Basel Committee has set itself an ambitious goal: in the future, banks should be
required to assess the risks of their operations and calculate capital requirements using
standardized models [Jurkowska 2018; Zabolotskyy et al. 2018]. This should make it
easierto compare risks and capitalization levels of different banks, quickly identifying the
volatility. However, achieving it is difficult, and there is a high probability that the reality
will differ significantly from the desired results. The chosen vector may have negative
consequences, as the tightening of regulatory requirements to ensure financial stability
will, among other factors, restrain the business activity of financial institutions, increase
transaction costs and limit profitability, as well as the ability to increase equity. In order
to recover losses, banks will have to increase interest rates on loans and limit risks with
the help of tough credit conditions for potential borrowers. As a result, the inflow of
financial resources for the real sector of the economy will decrease. This, in turn, will
negatively affect the indicators of economic activity [Petruk 2020].

Conclusions. Despite the threats posed by derivative financial instruments to
the stability of the financial system, today it is impossible to imagine the activities
of commercial banks without derivative transactions. In a stable economic situation,
credit derivatives allow financial institutions to redistribute risks among other market
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participants and, thus, to increase their profits. However, in the period of a crisis, the
mechanism of the derivatives market may fail - the use of similar strategies by most
market participants and the demand for payments on liabilities may lead to its collapse.

The main advantages and disadvantages of credit derivatives during their use by
banks are identified. The benefits that banks receive from the derivatives include the
following items: derivatives allow to transfer credit risk without actually selling the loan
asset; insure risks throughout the whole period of validity of the underlying asset; can
be used as an effective way to diversify the portfolio and increase its profitability; make
it possible to avoid additional costs for the formation of required reserves. However, the
low level of the bank's risk management, as well as the desire to release capital with help
of derivatives and make more profits can cause a number of negative consequences
among which are the emergence of moral hazard; information asymmetry; distortion of
the risk assessment system; the possibility of excessive expansion of “off-balance sheet”
credit.

Derivative financial instruments were designed to redistribute credit risk from banks’
balance sheets to end investors (companies), at the same time ensuring the stability
of the banking system. Instead, when the crisis erupted in mid-2008, practically all the
credit risk hidden in derivatives was concentrated in the largest international banks.
However, the main problemsthen and today lay notin the essence of derivative financial
instruments, but are caused by the absence of accurate classification, effective methods
of regulation banking operations with derivatives, as well as the lack of methods for
assessing hidden risks in each type of instrument. Therefore, further research should be
focused on finding ways to solve these problems.
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AHoTauia. Y cTatTi pocnigxeHo ocobnmeocTi poboTu TexHonorii 6nokyenH Ta
nobyaoBU Tl CTPYKTYPHMX €/TeMEHTIB, 338 OCHOBY SKNX B3ATO MPUHLMM CTPYKTypu3auil
Ta poboTun 3 Bazamu gaHux, wo bye pospobnerHun Catowi Hakomoto y 2008 poui.
OcobnueicTio MOro Mopesni € HafiMHICTb 34INCHEHHSA TpaH3akui Ta CTBOPEHHS
LleleHTpanizoBaHoro peectpy obniky gaHuWx Ta kao4YoBMX Onokis iHbopmauii. Y
CTaTTi AOCIAXYOTbCA TAKOX OCHOBHI TUMU YHKLIOHYBAHHSA CUCTEMU ONOKYENH,
noumHatounzBlockchain 1.0 no koHuenuiiBlockchain 4.0.Bpaxosytouv Bucokunii piseHb
3aLikaBNeHOCTi CBiTy A0 NobynoBu HadiHoro iHpopMauinHoro obiky, 6aokyenH
CTaB BaroMuM iHCTPYMEHTOM 3abe3neyeHHs HafilHOCTI 9Kk Ans ¢GiHaHCOBOroO CBITY,
Tak i 415 BiNblW WNPOKNX HAMPAMIB 3aCTOCYBaAHHS, LLO PO3MIA4at0ThCa y pobOTi.

OxapakTepn3oBaHO eTann PO3BUTKY Ta MpoaHasi3oBaHO MpPoLec CTaHOBJIEHHS
TeXHOJOTiT BNIOKYEeNH Ha CBITOBOMY pPuHKY. B poboTi HaBegeHi npuknagm OCHOBHUX
KPWMATOBaMOT Yy CBIiTi, SKi Ha [OaHUM 4ac BBaXaloTbCA Hanbinbw cTabinbHUMKU Ta
aKTyanbHUMW ONS iHBECTYyBaHHA YW 3AINCHEHHS PO3paxyHKiB. 3 MNpoOBeAeHOro
AOCNIOXKEHHSA NPOCNIAKOBYETbCA TEHAEHLIA A0 NPUCKOPEHHSA NOSBN PIBHOMaHITHUX
BUAIB KPUNTOBAIOT, WO PO3pobastoTecs Hanbinbwmnmm undpoBUMA riraHTammn y
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CBITi, Ana npuknagy Taki sk Libra 2019-ro poky Big Facebook, Gram Big HanbinbLw
nonynapHoro meceHgxepy Telegram, Ta 6e3niv iHwux. Wnpokun acoptumeHt
KPUNTOBaMOTM Ha PUHKY CTUMY/IOE KOPWUCTyBadiB Bce Oinblue 3BepTaTUCa [0
BMKOPUCTaAHHA cucteMm OnokyenHy Ta 36inblieHHs obiry KpunToBasoTh, amaxe
ctaHoM Ha 2019 pik BapTicTb puUHKY cTaHOBUTL 6nun3bko 420,5 mnpa. oon., skun 3
KOXXHWM POKOM JnLLE 3POCTAE.

Po3rnsiHyTO OCHOBHI NPMHLWNKW 3axMCTy iHPpopMaLii Ta 3abe3neyeHHs HafiNHOCTI
il obniky. 3HauyHy yBary y cTaTTi npuaginaersca ocobnmeocTtaMm nobynosu Ta
byHKUiOHYBaHHA camoi cuctemu OnokyenH. Came Mopenb ¢GyHKUIOHYBaHHA €
HaMbiNbl BaX/IMBIWOK AN BAOCKOHANIEHHA pobOTM cucteMn OnokYenH Ta
3a0XOYEHHSA KOPUCTYyBayiB A0 BMKOPUCTaHHS CyYaCHUX TEXHOMOTiN. 3Ha4Hy yBary
NPULINAETbCA cucTeMi obniky iHbopMaLinHUX BAOKIB, 4OCTYNY A0 HET, BUKOPUCTaHHS
XeliB Ta 3abe3neyeHHs HafiNnHOCTI 3B'A3Ky NaHLUtoriB 610KiB Mixk coboto. Baxnnsum
HanpaMoMm y poborTi € aHani3 cuctem obniky PoW ta PoS, a Takox kombiHyBaHHA X B
€AVIHY, WO 3abe3neuye binbll epekTUBHUI 3axXUCT iHPOpPMaLil.

OkpecneHo nepcrnekTMBM nopfanbloro po3sutky TexHonorii Blockchain Ha
KoprnopaTUBHOMY Ta flep>XKaBHOMY PiBHAX. Y pOoOOTi BU3HaYEHO OCHOBHI NEPCMNEKTUBM
BUKOPWCTaHHSA TexHonorii OnokyenH Ha KOPNopaTMBHOMY PIiBHi, came 3a yMOBM
BUKOPUCTaHHA ebeKkTUBHUX GiHAaHCOBUX IHCTPYMEHTIB Ta 3abe3nevyeHHs Npo3opocTi
dbiHaHCcOBUX TpaH3akuin, 36ifbleHHA KiNbKOCTI  IHHOBAUIMHWMX TEXHOJIOTiN  Ta
MeTOAIB pPO3paxyHKy Ha OCHOBI AaHOI TexHonorii. Ha pgepxaBHOMYy piBHI cepef
NepCrneKTUBHUX HaNPsAMIB BNPOBaOXXEHHSA TEXHOMOrIT BfIoKYeH NPUAINSETbCA yBara
cousabesneyeHHo, obniky Ta peecTpauii nogaTkoBoi iHbopMaLii, BNpoBaaXeHHO
CUCTEMMU Y BIMCbKOBO-MPOMMUCIOBUM KOMMJIEKC, apXiB eKcnayaTauil TPaHCNOPTHUX
3acobiB, Buaydi ceptndikaTiB, CUCTEMI FONIOCYBAHHS Ta IHLIWM Hanpsmam.

KnwouoBi cnoBa: undposa ekoHomika, baHk, kpunTosasntota, 61oKYenH, uMdpPOoBI
TexHonorii, BiTKOTH, kpunTorpadis, iHpopmadis
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BLOCKCHAIN TECHNOLOGY: FEATURES, PROSPECTS

Abstract. The article examines the features of blockchain technology and the
construction of its structural elements. It is based on the principle of structuring
and working with databases, which was developed by Satoshi Nakomoto in 2008. A
feature of his model is the reliability of transactions and the creation of a decentralized
register of data accounting and key blocks of information. The article also examines
the main types of operation of the blockchain system, from Blockchain 1.0 to the
concept of Blockchain 4.0. Given the high level of interest of the world in building
reliable information accounting, the blockchain has become an important tool for
ensuring reliability both for the financial world and for the wider areas of application
considered in the work.

The stages of development are characterized and the formation process of
blockchain technology on the world market is analysed. The paper presents examples
of major cryptocurrencies in the world, which are currently considered the most stable
and relevant for investment or settlement. The study shows a tendency to accelerate
the emergence of various types of cryptocurrencies developed by the world's largest
digital giants, such as Libra 2019 from Facebook, Gram from the most popular
messenger Telegram, and many others. The wide range of cryptocurrencies on the
market encourages users to increasingly use the blockchain system and increase the
turnover of cryptocurrency, because as of 2019 the market value is about 420.5 billion
dollars, which is growing every year.

The basic principles of information protection and ensuring the reliability of its
accounting are considered. Considerable attention in the article is paid to the
peculiarities of the construction and operation of the blockchain system itself. The
operating model is the most important for improving the operation of the blockchain
system and encouraging users to use modern technologies. Much attention is paid
to the system of accounting for information blocks, access to it, the use of hashes
and ensuring the reliability of the connection of chains of blocks with each other.
An important area of work is the analysis of accounting systems PoW and PoS, as
well as combining them into a single, which provides more effective protection of
information.

Prospects for further development of Blockchain technology at the corporate
and state levels are outlined. The paper identifies the main prospects for the use of
blockchain technology at the corporate level, provided the use of effective financial
instruments and ensuring the transparency of financial transactions, increasing the
number of innovative technologies and calculation methods based on thistechnology.
At the state level, among the promising areas of blockchain technology, attention is
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paid to social security, accounting and registration of tax information, introduction of
the system in the military-industrial complex, archive of vehicle operation, issuance of
certificates, voting system and other areas.

Keywords: digital economy, bank, cryptocurrency, blockchain, digital technologies,
bitcoin, cryptography, information

Formulas: 0, fig.: 2, tabl.: 2, bibl.: 34

JEL Classification: D83, G21, L86, O31

Bctyn. Ha cborofHilWHin feHb iCHYE 3HaYHa KinbKicTb iIHPOPMALIMHNX TEXHONOTIN,
AKi HagaloTb 3MOry MOKPaLMTU BELEHHS rOCMOAapPChbKMX MPOLECIB NOAUHW, NpoTe
3i WBMAKMMWU TeMnamu LMpoBi3aLii cycninbcTBa Ta MNPOAYKTIB MOro AissibHOCTI
BiAOYBa€ETbLCS MOCTiINHE OHOBJIEHHS ICHYIOYMX TEXHOJOTIN Ta CTBOpPeHHs HoBux [Drozdz,
Miskiewicz, Pokrzywniak, Elzanowski 2019; Dzwigol 2020; Miskiewicz 2017; Miskiewicz,
Wolniak 2020]. OpgHieto 3 Hux € TexHonoria Blockchain, ska ctanom Ha noyatok 2020-ro
POKY CTafla HaNMONyNAPHILLIOK Y CBITi cepen pO3BUHEHNX KPaiH, afiKe caMe OCODNNBOCTI
il nobynoBn Ta dyHKUiOHYBaHHA HaZaloTb 3MOry BMpOBaAXyBaTwu 1i B Pi3Hi chepwu
LisNbHOCTI JIIOAMHW Ta CNPUATU NiABULLEHHIO ePeKTUBHOCTI Ta 3abesnevyBaTtu besneky
obiry iHpopmauii Ta piHaHcoBUX onepauin. B YkpaiHi ONoKYenH Tinbkn pO3BUBAETHCS,
afne Mae yci nepcnekTUBY ANS LUMPOKOTO BXUTKY iKY KOPNOpPaTUBHOMY CEKTOPI, Tak i Ha
nepxasHomy piBHi. Came TOMy NoCTa€e NUTaHHsA OCAIAXKEHHS 0cobnmBocTe Noby[oBM
TEXHOJIOTIT DIOKYENHY, OKpecsieHHs eTaniB il pobOTH Ta NePCNeKTUB PO3BUTKY.

AHaniz pocnimKeHb Ta MOCTAHOBKA 3aBAAHHA. Tematuui cyTHoCTi poboTu
BrnokyenHy Ta 0COBNMBOCTEN NOTO PO3BUTKY MPUAINAETHCA 3HAYHA yBara BiTYHN3HIHUMMN
Ta 3apyOixHuMmU BYeHuMun. [leski acnekTv gaHoi Temu bynmn 4ocnigxeHi 3 pisHMX TOYOK
30py HayKOBLB Ta €KOHOMICTIB, cepef akux Baromuit BHecok 3pobunn O. Kyonpko,
b. BepHanka, H. Monueka, M. Kyuesona, A. Keitka, O.MenbHnuerko, |. Jlybereusb, LLI.
Tapac, M. LWWBankata, B. Cauunk Ta iH. ¥ HayKOBUX OOCAIAXEHHSX NMPUCBAYEHO 3HAYHY
yBary OokpecsieHHio nepesar poboTtn BrokyenHy, ocobnmBocTaM nMoro nobynosu Ta
OoXapakTepnu3oBaHO MEpPCneKTUBU PO3BUTKY Y Pi3HUX chepax couiaflbHO-eKOHOMIYHOT
AisnbHOCTI NtoguHu: y chepi dinaHcosux nocnyr [Ali, Ally, Clutterbuck, Dwivedi, 2020;
Chang, Baudier, Zhang, Xu, Zhang, Arami, 2020; Konashevych, Khovayko 2020], B
TypucTuuHin ranysi [Rashideh, 2020], 8 6yaisensHin [Das, Luo, Cheng, 2020; Yang et al.,
2020], B ayguti rocnogapcbkoi gisnsHocTi [Alles, Gray, 2020; Melnychenko, Hartinger
2017; Yuan et al. 2020] Ta B Baratbox iHWMX chepax, TakmMx K CisibCbKe rocnogapcTso
[Chen, Li, Li2020; Li, X., Wang, Li, 2020], megnuunna [Farouk, Alahmadi, Ghose, Mashatan,
2020; Islam, Shin, 2020; Shi et al., 2020; Usman, Qamar, 2020], eHepreTunka [Dzwigot,
Dzwigot-Barosz, Zhyvko, Miskiewicz, Pushak 2019; Miskiewicz 2018] Towo. 3a ymoBu
MOCTIMHOTO PO3BUTKY TEXHOJOrT BNOKYEeNHY Ta MOWMNPEHHS MOro BrJIMBY Ha Pi3Hi
cekTopwu nocTtae npobnema y HeobXiAHOCTI MOCTIMHOIO AOCNIAXEHHS Ta MOHITOPUHTY
eTaniB PO3BUTKY OaHOI TEXHOJOrII, WO CMOHYKaE 0O NPOBEAEHHS OrnsaniB PO3BUTKY
TEXHONOrII Ta XapakTePUCTUKN NOAaNbLUNX NEePCNeKTUB Il PO3BUTKY.

Tak, 3a ocTaHHi poku, ocobnneo noumHatoum 3 2016 poky, KiSIbKiCTb OOCHIAKEHHb
y chepi kpuntoBantoT i OnokyenHy 3pocTatoTb ekcnoHeHuiansHo [Klarin, 2020],
WO CBiOYMTb MPO MOCTIMHUIA PO3BUTOK TEXHOJMOTMIM N HEeobXigHICTb MOCTIMHOMO
BAOCKOHaIEHHA HayKOBMX Ta MPaKTUYHUX MIOXOAIB A0 HUX, a TakoX MPO MOCTINHY
aKTyasibHICTb flaHoT NnpobnemaTunku.
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MeToto CTaTTi € OKpeCNIeHHS CTaHOBJIEHHSI TEXHOOTII Ta NepPCneKkTUB NoAasbLLIOro
PO3BUTKY TEXHOSOriT DIOKYENHY Ha OCHOBI LOCIAXEHHS CYTHOCTI Ti NobynoBuM, poboTu
i KJTIIOYOBUX €N1eMEHTIB, 0COBNNBOCTEN iX CTPYKTYpU3aLlii Ta B3aeMog;i.

Pesynbratv pocnipxeHHA. Ha cyvacHoMy eTani po3BUTKY iHPOpMaLinHNX
TEXHOJIOTIM MOCTINHO BAOCKOHaNOTLCA chepu LiaNbHOCTI JIOAUHW, Y TOMY YUCHT 1
I @eKOHOMIYHa AiAfIbHICTb. 3 NMOSABOK OBYMCIOBASILHOIO TEXHIYHOro 3abesnevyeHHs
BeAEHHS TaKol 4isfIbHOCTI CTa€ NPOCTILMM Ta K HacNigoK CTBOPIOE HOBI NOTpebu Ha
PUHKY.

OpHieto 3 KNOYOBUX NOTPED EKOHOMIYHO aKTUBHOI JIIOAMHN YN KOPMOPaTUBHOIO
ob'ekTa € 3abesneyeHHs 0Oe3neknm y pPO3PaxyHKOBUX OMepalisx Ta CTBOPEHHS
KOH}iAeHUiMHOT Ba3n faHWx po3paxyHKoBUX pecypcis. [onoBHOO npobremoto Takoi
Ba3n maHux cTasa MOXJIMBa onepalinHa 3MiHa faHnx 4m OCTyny A0 Hel 0BCyroByoUYmx
cy6’exTiB TpaH3akuin.Bnponosx2000-x pokiB ronoBHi komepuinHi 6asm 4aHUxX NocTinHo
BAOCKOHA/IOBaIMCh Ta BMPOBaAXyBalMCb Ha HOBI obuucitoBanbHi nnatdopmu, a
3 Hambifnbw nonynspHUX y BukopucTaHHi Oynm Informix, DB2, Oracle, SQL Server.
3HaYyHO MOMNYASPHOCTI 3400yNN i Ti, WO BUKOPUCTOBYBANINCH 3 BIAKPUTUM KOAOM, a
came: MySQL, Firebird, PostgreSQL. BinbLwuicTb 3 HUX LUIMPOKO 3aCTOCOBYETLCS Y BCbOMY
CBITOBI Ta Ma€ NOTY>XHWUM pUHOK KnieHTiB [[puuerko, 2016].

Cucrtema 610K4YEeNHY € iIHHOBaLiMHOK TeXHOJIOriE0. TexHonoris — komniekc 3acobis,
MeTOAIB, onepaLin, pecypcis. [Ins ¢piHaHCOBOI chepn TexHONOriA Ha PiBHI onepauinHol
LigNbHOCTI Ta HagaHHS NOCYr BiLODpaXKaeTbCs Yepes opraHizaLito M onuc oKpemMmx
BisHec-npoueciB, AK CyKynHOCTI npouedyp abo dyHKUiN, KOXHa 3 AKWUX MaeE 4iTKO
BM3HAYEHWN anropuTM [AiM, WO CKNa[AETbCS i3 MOCNILOBHOCTI onepauin, a Takox
BiAMOBIOHI HOPMATUBHI Ta METOAMYHI MaTepiann Ans 3abesnedeHHa cTaHOapTM3auii
Woao npoBefeHHsa onepauii, GopMyBaHHA NpPoAyKTy, HagaHHa nocnyru [[ipyeHko,
3anonu, 2017].

PeBontouinHoto nogdieto obniky GnokiB OaHUX CTana nosBa HOBOIO CUCTEMHOTO
meTony ix peectpauii, po3pobneroroy 2008 poui Catowi HakamoTto [Nakamoto, 2008].
Came Ha ocHoBi noro nigxony byna noknageHa nnatoopma GyHKLiIOHYBaHHS CUCTEMM
OnokuyelnH, NpakTUyHa peanizauis Aol Bigbynacs y pospaxyHKax KpUMNTOBaSKOTOK
Bitcoin 2009-ro poky. MNepuwoto nepesaroto Bitcoin gk umdposoi BantoTU CTano
nofoniaHHsa npobnem noABiMHUX BUTpaT Oe3 BUKOPWUCTaHHS OOBIPEHUX BY3JiB 4u
EANHOTO LEeHTPasi3oBaHOro cepBepy, a Taknn nNigxig cnpusas NOLIMPEHHIO W Ha iHLWI
diHaHCcoBI cucTemm.

PvHOK KpMnTOBaMOTH CTaB TiNbKM NepLUMM NpUKIagomM epeKTUBHOCTI Ta HagiMHOCTI
BUKOPUCTaHHSA TEeXHOMOril ONOKYenHy, Lo CrnpusaB MOWMPEHHIO 1 B iHWI chepwu
mogcbkoi gisnbHocTi [Ghosh, Shashank, Amit, Neeraj, 2020]. 3aranom, noynHatouu 3
2009 poky Ta B nofanblui poKU, KPUNTOBAOTM MOoYaau AOCUTb aKTUBHO 3'ABNSITUCH Ta
BMKOPUCTOBYBATUCh Y MPOCTUX hiHAHCOBMX OnepaLisx, MPoTe 3 4aCOM X 3aCTOCYBaHHS
Ta peasibHa LiHHICTb cTasla HabaraTto binbloto, agxe Ha novaTtky 2013-2014 pokis BOHM
BXXE MaJin BMJIMB Ha MaKpOEeKOHOMIYHe cepeoBLLLLE MEBHOIO CEKTOPY PUHKY.

Ha cboropHiwHi geHb icHye Dinblwe Hix 2,5 Tuc. Buais kpuntosantotn, 95% sakunx
byHKUiIOHYIOTb Ha 3acapgax TexHonoril brnokyenHy [[puropescbka, CanaskiH, 2016].
HesBaxkatoum Ha Take LWBMAKE 3POCTaHHS KPUNTOBAIOTU, OCHOBHUX BUAIB 3a1MLLANOCh
HebaraTo, fleTanbHille iX oxapakTepunsoBaHo y Tabnumui 1.
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Ta6nuusa 1 - OcHOBHI BUAN KPUNTOBAJIIOTA Y CBITI

Hassa Kog Pix AsTop AKTUBHICTb Cant Xew
KpUNTOBaNOTK nosiBu
. BTC, Satoshi o
Bitcoin XBT 2009 Nakamoto Tak bitcoin.org | SHA-256
Litecoin LTC | 2011 Coblee Tak litecoin.org | Scrypt
Namecoin NMC | 2011 Vinced Tak dot-bit.org | SHA-256
. Ripple .
Ripple XRP | 2011 Labs Inc. Tak ripple.com N/A
Peercoin PPC | 2012 SIZF;;Y Tak ppcoin.org | SHA-256
NXT NXT | 2013 BCNext Tak nxt.org SHA-256
(blake,
Bmw,
Quark QRK | 2013 Max Gue- Tak grk.cc Grostl,
vara JH,
Keccak,
Skein)

Doxepeno: [[oHuyapeHko, borauyeHko, 2015]

Hani Tabnuui 1 cBigyaTb NpPO CTPIMKWI PO3BUTOK CTabifIbHUX KPUMATOBAaMOT Ha
biHaHCOBOMY PUHKY, afyke KOXHOrO POKy 3'ABASETbCA Oins OBOX CTIMKMX BUAIB, WO
bYHKLUIOHYIOTb Ha OCHOBI TexHonorii 6nokyerH. BaxnmBo 3a3HauMTi, WO PUHOK
KPMNTOBANOTM Ha OaHUMA Yac BXe He € OCHOBHUM (GakTopoM BMPOBaOXKEHHA AaHO!
TeXHOOori, agXe OiNbLUiCTb coLiasibHO-EKOHOMIYHUX CEKTOPIB Ta MPOEKTIB NepexoasThb
MOCTYNMoBO Ha [AaHy cuctemy obniky 6sokiB gaHux. PuHOK KpuntoBanoT € nuuie
NepLUOaXKePenoM PO3BUTKY CUCTEMM DSTIOKYENH Ta CTAHOBUTb [LOCUTL 3HAYHY POJTb B MO0
dbopMyBaHHI Ta Po3BUTKY. PUHOK KPUNTOBANIOT € BiAKPUTOD, CKIaAHOK, CTOXaCTUYHO,
LMHAMIYHOO Ta KEPOBaHOK CUCTEMOIO, IKa 3HAaXOAUTLCH Y $asi akTMBHOIO GopMyBaHHSA. Y
L€l cuctemu € cyb'exT i 00'ekT kepyBaHHs. PO3BUTOK cnctemun Ha yMoBax AeueHTpanisauii
3LOINCHIOETCA CYKYTMHICTIO €IeMEHTIB, WO YTBOPIOKOTL CYD'€KT KepyBaHHA Yy BUrNsgi
camoperysiboBaHol opraHizauii (CPO). CykynHicTb efleMeHTiB, wo 3abe3neyyoTs BUMYCK
Ta 0bir KPUNTOBAIOT N KOPUCTYBAHHS HUMMW, YTBOPIOE OD'EKT KEPYBaHHS - BflacHe PUHOK
kpuntosantoT (PKB) [Cocnoscbkuir, Kocosebkuin, 2016].

3a cBoeto cyTHicTio «Blockchain» mocnTte NpocTa TexHooris, Lo po3nNoAiNAeTbCs Ha ABa
KJTIOYOBI €fleMeHTH, aKi BUNIMBAKOTh 3 1T Ha3BW, afgxe 3 aHrnincekol «block» - Le 6rok, a
«chain» - Le naHuor, TakUM YMHOM CYTHICTb TEPMiHY MNOJIAra€e y NOEAHAHHI ABOX eN1eMEHTIB
- naHutor 6nokie. [onoBHMMKU KOMMOHeHTamn GriokiB € iHbopmauia, TobTo Oyab-aka
iHbopMaLiiHa cknagoBa MOXe CyryBaTh KOHLEMNUieo TexHonoril, wo dyae nos's3aHa
Mi>X CODOIO BIAMOBIAHNMM 3B'A3YI0YUMN efleMeHTamMu, TODTO faHLrom nobyaoBaHOro Ha
3acagax iHCTpymeHTIB kpuntorpadii. Ha gaHnn yac TexHonorito «Blockchain» TpakTytoTs
[OCUTb PI3HOMaHITHO, afXXe €OMHOro BM3HAYEHHs HeMaeg, npoTe icHye dopmanbHe -
LeueHTpanizoBaHa 6a3a OaHux, B AKil iHGopMaLinHi BIOKM CTPYKTYpPYOTbCS Ha OCHOBI
iHCcTpyMeHTiB kpunTorpadii [Jlyk'aHos, 2014]. Takum umHOM, geueHTpasnisoBaHa 0Oasa
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[aHVX Hapae 3mory 3bepiratv iHbopMaLilo Ha He3anexHWX cepBepax Ta CTBOPHOBATU
CaMOCTIVHY i€epapxito NODyAoBW, He3anexHy Bif BMAVMBY €QUHUX BIACHUKIB YW iHLIMX
dakTopiB i nigTpuMkK. B cBin Yac kpuntorpadis popmye obpobreHHs iHbopmalii 3a
LLOMOMOTO0 IHCTPYMEHTIB LUNGPYBaHHSA Y KOLYBaHHS, B pe3ysibTaTi YOro OCTyn A0 Hel €
MOXUTMBUM JMLLE 38 HAassBHOCTI KJTto4a KpUNTOrpamum.

[Ona npuknagy pobotu TexHosorii OnokyenHy Ha OCHOBI AeleHTpasnizoBaHoi ba3u
[aHVX BapTO B3ATU TPagMUiNHy LeHTpasisoBaHy 0a3y AaHux OaHKiBCbKOI yCTaHOBW.
Mpw 3piicHeHHi diHaHCcOBUX onepauint knieHTa DaHKy, Ha MOro paxyHky BiLOyBa€eTbCs
CrMCaHHs KOLUTIB Ta 3aHeceHHs [o Oa3u faHux, skoto besnocepeaHbo Bonogdie baHkiBCbka
ycTaHoBa. B Tol xe vac, baHkiBCbKa ycTaHOBa 3a 4OMOMOro aBTOMAaTU30BaHUX CUCTEM
Haflarofkye npoLec BifobpaXeHHs CTaHy paxyHKy, MOro 3mMiH1 Ta GOPMYE CTaH paxyHKy
KSiEHTa, WO PobUTb BaHKIBCbKY YCTaHOBY €AMHUM iHGOPMALINHMM BAACHUKOM OaHWUX
KJiEHTa Ta Moro onepauii, Wo GikCyeTbes y BiANOBiAHIN Oasi gaHMX, ska HANEXNTb TOMY X
BnacHuky [Kyanpko, 2017]. Mpn BukopucTaHHi geueHTpanizosaHol 6asn gaHnx TEXHOMOTI
BnokyerHy, BCi 3anucn peecTpy Ta iHpopMaLis 3bepiratoTbca Ha AEKiNbKOX cepBepax,
LLO NMPU MOXJINBIN BIKTUBHIN 3MiHI JaHWUX MEBHMX KOMIMOHEHTIB OAHOro cepBepy He byne
BMJIMBATL Ha BifOOpaXKeHHs CnpaBXHbOT iHPpopMaLLii Ha IHLINX, Lo € Y BifbLIOCTi.

Y Takomy BUNagKy icHye npobnemay sikicHomy 3bepexxeHHi iHpopmaLii, agxe koxxkeH bnok
MOXe BECTU X 3anuc camocTiHO. [1ns 30epexeHHs [OCTOBIPHOCTI PEECTPY TpaH3aKLiM
BOHa TPaHCOPMYETLCA Y BUMAL CUMBOJIbHOTO psiaka. KoxeH 3 unx CUMBONMbHUX PAAKIB
€ YHiKabHUM 3a NOOy[0BOI Ta MICTUTL CBIil BIACHWI KIHOY AOCTYMy A0 Hboro. B ceoto
X yepry, Oyab-AKMIA CUMBOJIBHUIA PSAOK MICTUTb BOyLOBaHi WMdpOBaHi nocunaHHsa Ha
nonepenHi paakU WNdpoBaHMX TpaH3aKuii. Y Ui cuTyauil BUSBNASETbCS, WO BCsS Oasa
[aHVX TICHO MoB'A3aHa Midk CODOO 3aBAAKN UMM MOCUIAHHAM Ta MPU 3MiHI KOMMOHEHTIB
TpaH3aKLii Y1 iHWoi iHbopMalLii kog, cTae 3MiHHUM Ta PobUTb AOCTYN HEMOXMBUM. [pn
nepesipuUi Wndpy yvyacHMKamn OeLeHTPani3oBaHOi CUCTEMU AOCUTH LUBMAKO MOXHa
BUSIBUTW BIAMIHHICTb iHbopMaLii y pisHMx BnacHukiB bnokie. Cepef, HUX NOCTaE NUTaHHS
BUSIBIEHHS [OCTOBIPHOI KOMIi, WO BiAOYBaETbCA 38 LOMOMOIOK MEXaHi3My KOHCEHCYCY.
Y BnokyerHi Taknii MexaHiamM Hafae 3MOry ydacHMKaM Mepexi AofaBaT cBOi Onoku Ao
3aransHoi Mepexi. [TpoTe, B Takin Mogeni MoxHa napasnizyBati poboTy CUCTEMU LLISAXOM
CTBOPEHHS 3HAYHOI KiIbKOCTi cepBepiB 3 PikTMBHOK Da3oto AaHuX, KiNbKiCTb KX Oyae
[OCTaTHBOI AN JOCATHEHHS KOHCEHCYCY, O HaAacTb 3MOry CaMOCTIMHINOI NepeBipkuM Ta
LOflaBaHHSA 3MIHHOMO BJIOKY [0 3arafibHOI Mepexi.

[ns 3anobiraHHs Takux MOXIIMBUX MO, cMCTEMa DOKYENH BUKOPUCTOBYE BiAMOBIAHI
cnctemu 3axmcTy. OfHieto 3 HaMNONYNAPHILLNX € cMCTeMa, NobyA0BaHa Ha METOAAX «40Ka3y
poboToto», 3 aHrnincbkoi Proof-of-Work, PoW [lpuropescbka, Canaszkin, 2016]. JaHun
meTon, GyHKLIOHYE 3a 4OMOMOrol HeOoDXiAHOCTI BUKOHaHHS NeBHOI pobOoTY s KITEHT],
LLLO pOBUTb 3aMuT, @ pe3ybTaT L€l pobOTU NepeBIPAETLCA CEPBEPOM, LLLO 1 0bpobnsaB cam
3anuT. TakMM YMHOM, KOXXEH OKpeMuin 610K NpoBOAUTb P, 0bUMCOBabHMX OnepaLlisx
3a 33jaHVM aNIroOPUTMOM MiAbOPY YMcen, Lo NoTPebye OCUTL 3HAYHOK OBYNCIOBASIbHOT
NOTy>HOoCTi. Tol cepBep, Lo NepLUMM 3MOXe MigibpaT NPaBuIbHUN afirOPUTM YUCEN UM
Yncna, OTPUMYE OOCTyN 4O PO3TallyBaHHS HOBOrO BSIOKY B Mepexy Ta HagcWuiae Moro
Konii iHWKMM. 3a KoxXeH PakTUUYHUI NpaBUbHO NigibpaHuii anropuT™ BIacHWK cepBepa
oTpuMye kowTtn y umdposin BamoTi. LLBnakicts nigbopy npaBuabHOrO anroputmy
3aneXM1Tb Bif, MOTY>XHOCTI anapaTypHOI CUCTEMM, @ OCKiSIbKM 3arasibHa KiJibKiCTb NogiOHNX
BY3/iB y cMCTeMi BIOKYeNHy ckiafae OecsTKM TUCAY, TO BCTAHOBJIEHHS KOHTPOSO Haz
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Heto NoTpebye 3HaUYHKX PeCypCiB Ha NPMAOaHHS BiANOBIAHOIO TEXHIYHOIO 3abe3neyeHHs,
BApTICTb SIKOrO 3HAYHO MepeBuLLye NpPUbyTOK Big 3miHM iHGopMaLil B cucTemi. INMpoTe,
AKLLO PIKTMBHOMY cepBepy BAACTbCA MidibpaTn NpaBUbHUI anropuTM Ta 3pobutu Le
[eKinbka pasiB nocnifib, TO Konii, Wo GyHKLIOHYIOTb HE3aeXHO Bif, HbOro, NMPOLOBXaTb
CBOIO PODOTY 3i CBOIMM AaHUMM Ta 3MOXYTb BUNEPeAnTU GiKTUBHUI BNOK Yepes AeKinbka
riNIOK Ta MPOOOBXNTU MPaBUIIbHO GYHKLIOHYIOUY Mepexy.

Mpobnema cuctemun PoW nonsarae y HeobXigHOCTI BUKOPUCTaHHSA 3HAYHO KifIbKOCTI
efnleKTpoeHeprii, Wo MOCTINHO 3pOCTaE Ta notpebye noTtyxHoi anapatypu. Came ToMy
y 2011 poui byna 3anponoHoBaHa iHWa MOLENb 3aXMCTy CUCTEMU YHKLOHYBaHHS
BnokuenHy - Proof-of-Stake, PoS [[puropescbka, CanazkiH, 2016]. CyTHicTb gaHoro metoay
nonsirae y GopMyBaHHi MPOMNOPLINHOT 3aNEXHOCTI MiXK KiNbKIiCTIO HasiBHOI KPUMTOBAJIIOTM
Ta KiJIbKICTIO MOXJIMBMX NiAOOPIB anroputmy.

Ha npaktuui BUxoguThb, Wo Ynm Binblue undppoBOi BaitoTW y BlaCHMKa CEPBEPY, TUM
BinbLuy KinbkicTb cnpob nigbopy BiH MOXe 3A4INCHUTY, O MiABULLYE MOrO LUAHCU Ha
OTPVMaHHs LOCTYny A0 pO3TallyBaHHS HOBOro 6soky B Mepexi. [aHa cuctema Mae psif,
YNCIIEHHWX HEeLONIKIB, NPOTEe SKICHO CTPUMYE BUTPATU eNeKTpoeHeprii 00YMcIoBanbHNX
MalLVH Ha BUpiLleHHs 3aBaaHHsA PoW. Tomy Hanbinbll epekTMBHUM Cy4acHUM METOAOM
€ 0b'egHaHHs PoW ta PoS B ogHy cuctemy 3axucTy, wo Oyae po3nogiiaTv HaBaHTaXKeHHS
Ha ABa 00'ekTu 3axmcTy. Ha oaHuni yac we He icHye HanbinbLL epekTUBHOT Mogeni 3aX1CTY,
CKOMBIHOBAHOT 3 X [IBOX METOAIB, NMPOTe, BEAETbCs akKTUBHA PO3PODKa iIHCTPYMEHTIB 414
il peanizauii. 3aranbHy cxemy poboTK TexHOsOri BIOKYENH 300paxkeHo Ha PUCYHKyY 1.

3anuT Ha
30iNCHEeHHSA

TpaH3akuil

T paH3akuis nepenaeTbcs
B P2P-mepexy i

bopmyeTbCs HOBUI BOK

bnoku poscunatoTbcs BCiM

yYacHUKaMm A8 nepesipku

i cTaTycy KOpUCTyBa4a

Ko>xeH yyacHuk 3anucye

dikcye nigTBEpPOXKEHUN

Gnok y cBin ekzemnasp

MigTBepaXxeHa TpaH3akLis
MO>Ke BKJIto4YaTn

KOHTPaKTW, 3anmcu 4m IHLIJy

Bas3n gaHux iHpopmauito

HoBun 610Kk [o[aeTbCca AOHAABHOIO TpaH3akuia

naHutora BIOKIB, 3a AKOTO BiH CTa€ > 3aBeplueHa

MOCTIMHUM | HE3MIHHUM

PucyHok 1 - Cxema poboTu TexHonorii 6nokyenH
Dxepeno: [[puyerHko 2016]

Came 3a Takoto cxemoto BifOyBaeTbCs PYHKLOHYBaHHS OIOKYENH TEXHOMOTI B YCiX
HanpsMax €KOHOMIYHOI AissibHOCTi. [JJocuTb BaraTo KOMMaHii BUKOPUCTOBYIOTb AaHUM
HanpsMm nulle B HanpsMy B3aEMOAIl 3 KPUNTOBaIIOTONO, MPOTE 3 PO3BUTKOM PUHKY
BiZOYBaAETLCA MOCTYNOBE BNPOBaOXKEHHS TEXHOSOTT BfIOKYenH 1 B iHWi chepu, 30kpema
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Yy peecTpalil NpaBoOBUX BIOHOCWH, YKJIafEeHHS TOPriBeslbHUX [OOroBOPIB, AepP>KaBHIN
BMOOPUYIN cnucTemi Ta Barato iHWKX ranysem, Ae HafinHICTb Ta 4OCTOBIPHICTL iHbopMaLil
Bigirpae 3Ha4yHy poJib.

HannonynapHilwummMm Tunamm KoMnatin, wo GyHKLioHYOTh 33 TEXHOJIOT 0 BIIOKYelnHy €
HaCTymnHi:

1.

2.

MaWHiHroBi KOMMaHIT - BUKOPUCTOBYIOTb TEXHOSOTIYHE 3abe3nedeHHs A5 MiaTpuMKm
npaue3faTHOCTI PUHKY KPUNTOBAIIOTM YK 1T OKPEeMOI CTPYKTYPHOI OANHULL.
KpvntoBantoTHi KOMNaHil, WO BUKOPWCTOBYIOTb CBOI pPecypcu ANs B3aEMOLi 3
LUMOPOBMMM aKTMBaAMMW, a TakoX CTBOPEHHS MAaTPopM, LLO HafaloTb AOCTyN OO
PUHKY KPUMTOBAIOTIN Ta B3aEMOLIT 3 HAMM, DiNbLUICTb 3 HUX € LndbpoBrMMM Bipxkamu.
|ICO-koMnaHii - KOMNaHil MNPOEKTIB, O BUKOPUCTOBYIOTb IHBECTULLINMHI pecypcn y
bopMmi KpUNTOBaNIOTU AN 3a/lyHeHHS peasibHUX IHBECTULIN B iXHIO HisNbHICTb. K
npaBuno, edeKkTUBHICTb MPOMO3MLIA TakMX KOMMAHIA MOSArae y BUKOPWUCTAHHI
LLOAATKOBOI eMicii KpUnToBastoTy, Wo nepebyBae y 30HI BNIMBY AaHOT KOMMaHii Ta
CTBOPIOE CNPUATAMBILLI YMOBUW IHBECTOPY.

KomnaHii, o BMKOPUCTOBYIOTH CBOI pecypcu ans nobynosu bisHec-npouecis um
MOCyr Ha OCHOBI BMKOPUCTaHHS TexHonoril bnokyerH. Okpim Toro, Taki KomnaHii
BEAYTb LUMPOKY KOHCYNbTaLiMHY AISAbHICTb Y HanalwTyBaHHI Ta NiATPUML 4il0o4Oro
BizHec-npouecy y chepi CTBOPEHHS MPOEKTY Ha OCHOBI BIOKOBOT TeXHOOTIT. Takox
0O [aHOI KaTeropil BiAHOCATb LWe Ty YaCTMHY KOMMaHIM, WO MOXYTb YacCTKOBO
onTUMI3yBaTV Dasdy AaHUX Ha TexHosorii BMIOKYENH YM nepeHecTn HeobXigHWM
npoLec Ha faHy nnatbopmy.

lcHytOTb 1 iHWI TWUNK KOMMaHIKM, WO MPOMOHYOTb CBOI MOCAYrN 3 BUKOPWUCTAHHSIM
TexXHOJOrii BNIOKYENH, afyke BiNbLUICTb 3 HUX CTBOPIOIOTb AKICHO HOBI IHCTPYMEHTIN BEAEeHHS
BisHec-npoLeciB Ta iHWNX rocnofapcbkux chep AisnbHocTi NtoguHn. JetanbHiwe chepu
3aCTOCYBaHHs TeXHOMOTIT Biok4YeH 300paxeHo y Tabaumui 2.

Tabnuusa 2 - Chepu 3acTocyBaHHs TeEXHONOTIT BIOKYENH

Tun popaTkis | Coepa 3acTocyBaHHs

Blockchain 1.0

TpaH3akuito Ta i
LIHHICTb Y CUCTEMI

IHbopmaLia

KountosanoTu I3HUX ofaTkax O CTOCVIOTbCH
NPO KOHKPETHY P y P Ao o W y

biHaHCOBMX TpaH3aKLi, Hanpuknag, CUCTeMU NepeKkasis i
LUMPPOBMX NaTexis

Blockchain 2.0

OdopmneHHs rapaHTinHUX 3000B'A3aHb, TPUCTOPOHHIN
apbiTpax, 6araToCTOPOHHIN NIANUC, yrOAM 3 BUKOPUCTAHHAM
Escrow paxyHkiB

[apaHTinHI
3000B'A3aHHSA

LliHHi nanepw, akuii komnaHin, kpayadaHOuHr, obnirauir,

QiHaHcoBi TpaH3akuii | B3aeMHi doHAN, NOXigHI biHAHCOBI IHCTPYMEHTU, aHyiTeTy,

neHcil

[NpnBaTHI AOKYMEHTU

Boprosi pos3nucku, gorosopw, napi, NignNUcK, 3anosiTu,
AOPYYEHHS
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HoxkymeHTn,
O BMMaratoTb
3acBigvYeHHs

CrpaxoBi cBifoLTBa, CBiOLTBa NPO BNACHICTb, HOTapiaibHe
3aBipPEeHHS JOKYMEHTIB

Blockchain 3.0

CeigouTBa NpoO NpaBO BJIACHOCTI Ha 3eMesibHi LiNIAHKN i
HEepPYyXOMICTb, CBIfOLTBa MNPO PeEeCTpaLito TPaHCNOPTHUX
3acobiB, NiueH3ii Ha NpaBO 3aNHATTA MEBHUMW BUOAMMU
OiANIbHOCTI

Csigourtsa Ta niueHsil,
LLLO 3aBipPAOTLCA
Llep>KaBoto

[NocBigueHHs,
LLLO 3aBipAOTLCA
Lep>XaBoto

MocBigueHHa ocobu, NnacnopT, CBiZOLTBa NPO peecTpaLito
BMOOpPUS, BOAINCHKI NOCBIAYEHHS, TOLLO

HaHi icTopii xBOpOOM NauieHTIB MeguyHWUX YCTaHOB,
iHbopmaLlia npo pesynbTatu oDCTexXeHb, peecTpauis
npaB [OCTYyNy MeOUYHOro nepcoHany A0 MNEBHUX AaHWUX i
KOHKPETHWX MaLi€HTIB

lHbopmauis i
AOKYMeHTauis, Wwo
CTOCYETbCA MEeANLINHMN

lHdopmauis i HaHi Ta iHpopmauia nNpo y4HiB i BukIagayis, HaykoBLiB,

OOKYMeHTauisa y NPaLiBHUKIB KYJIbTYPW | MUCTELTBa, Pi3Hi TpaH3akLiiy cdepi

chepi oCBiTH, HaykK, | OCBITW, HayKK, KyNbTypu (Y T. 4. MOKa3HWKM pobOTH yCTaHOB

KynbTypu Ta OKpemmx ocib)

lHpopMmaLia i C : - .

bop o . | Dani Ta iHpopMaLis Npo pi3Hi TpaH3aKLii y cdepi XNTNoBO-

AOKyMeHTaLia y chepi
SKKT KOMYHaJIbHOro rocnofapcTsa

Dbkepeno: [[puropesceka, CanaskiH, 2016]

Ha ocHoBi faHVX NOJSIoXeHb MOXHa CrocTepirat 0cobIMBOCTI PO3BUTKY TEXHOSOTII
BrokyerH BiANOBIAHO A0 TPbOX KNOYOBMX Mogesen, Wo GYHKLIOHYE Ha PUHKY, KOXHA
3 AKMX Ma€ CBOI acmekTu BMMBY Ta PO3BUTKY B AOBrOCTPOKOBOMY Mepiofdi. 3a CBOEIO
CYTHICTIO BJIOKYENH MOXEe CTaTu MOTY>XHOK MiathopMOolo AN MOAONAHHS KOpyNuil Ta
OyTV HaZiMHWM MexaHi3MOM 3axMUCTy TOI Aep>KaBHOI CTPYKTypwu, Wo OesnocepenHbo
3acTocoBaHa Yy GiHaHCOBUX Ta peecTpauinHmx onepauiax [foHyaperko, borauerko, 2015].
DakTN4HO KOXHa |HTepHeT-TpaH3aKLis CMMPAaETbCA CbOrOAHI Ha NMEeBHY CTPYKTYPY, sKin
BiSIbLIOKO YN MEHLLIOK MIPOKD [0BIPSE CYCMiNIbCTBO: KON MOETHCS MPO nepekas KOLUTIB,
MW 3MYLLEHI NOKIaAaTUCh Ha NPAaBOMIPHICTb Ta HaZIMHICTb DaHKy, MNaTXKHOT CUCTEMU Yu
Harns4OBMX OPraHiB, WO 34iNCHIOTL peryntoBaHHs y L chepi [Melnychenko, Hartinger,
2017]. Ha cyvacHomy eTani lWnpokoi nonynspHocTi Habysae TexHonoris came Blockchain
3.0., ap>xe il BUKOPUCTaHHSA BUXOAMTH 3@ paMku diHaHCOBMX onepalin. binbw getanbHa
XapakTepUCTMKa KOXHOrO 3 Hanpsmy:

- Blockchain 1.0. - B3aemopgia 3 uyudposoto BanoToto. [daHun eTan esontouii
TEXHOJIOTIT DNOKYENHY XapaKTepPU3y€ETbCA K MOYaTKOBUN, a>Ke came Ha faHOMYy
eTani TEXHOJIOTiS NOLWMPUIAch JULLE Ha PUHOK KPUATOBAMOTK Ta CTUMYyJstOBana
MOro 40 MacluTabHOro 3pOCTaHHS, WO Y HAaCTyMHUX Nepiofax 3Morio CTBOPUTU
HOBI YMOBW BUKOPWUCTaHHSA TEXHOMOTII.

- Blockchain 2.0. - ¢iHaHcoBa gisnbHICTb, NOB'A3aHa 3 KOHTPaKTaMn Ta yrogamu.
HactynHun etan esostouil TexHOMOrT, WO 3Mir CTBOPUTU YMOBU Ans poboTu
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3 LUMPOKNUM acoOpPTMMEHTOM GiHAHCOBUX IHCTPYMEHTIB, 30KpeMa, 3 akuiamu,
npaBoBUMU TuUTynamu, obnirauiamu, d’'todepcamu, 3acTaBHUMKU Ta iHWNMM
akTMBaMW. Takmi Niaxig CTBOPMB YMOBU A5 LUMPOKOro 3aCTOCYBaHHSA TEXHOOTIT
Ha GpiHaHCOBOMY PMHKY Ta 3abe3Mneuns HafiNHICTb Y PO3PaxyHKOBUX ONepaLisx, Wo
CNpuvano nonynapu3aLii TEXHOJOrIT B EKOHOMIYHO akTUBHUX chepax cycninbeTaa.

- Blockchain 3.0. - couianbHo-ekoHOMIYHa cdepa miANLHOCTI JIOAUHK, LLO
nobynoBaHa Ha O1oKoBIN TexHoorii. [Ticns LUIMPOKOro BNpOoBaAXKeHHs TEXHOSIOTIN
y diHaHCOBUI cekTop noyanaca TpaHchopMmauis OO HOBOI 30HW BMMBY Ha
rocnopapcbky AisfbHICTb. Hanbinblwoi nonynspHOCTI Us TexXHOJoria 3a3Hana
y BEAEHHI Oep>XaBHUX CnpaB Ta MOB'A3aHUX 3 HUMUK rany3samMu, ANs npukiagy:
OXOPOHa 3[0POB'sA, HayKa, OCBiTa, Ky/1bTypa, MUCTELTBO, TOLLO.

Takox Buginsots we Blockchain 4.0., koHuenuis skoro 3'asunacs y 2018 pouj,
rOIOBHOIO ife€l0 AKOoi € nobygoBa HOBOMO afropuTMy KOHCEHCYCY, WO iKCy€eTbCs
Ha [eueHTpanizoBaHux obuucnoBaHHsax. OCHOBHA 4YacTMHa TakMX PO3pPaxyHkiB Oynde
nposoautuch y pexumi off-chain, wo amoxe npuckopuTn obmiH iHbopMaLii Ta 3HauHO
3HU3UTK KiSIbKICTb HEODXIAHOT enekTpoeHepril. Y CBITi e He MPUNHANN EAUHOT KOHLEeNUT
Blockchain 4.0., ap>xe po3pobku cnpsaMoBaHi sk 3 CyTO TEXHIYHOrO DOKY, Tak i 3 MOEAHAHHAM
LeKifIbkox Hamnpsmis poboTu, Hanpukiag, GiHaHCOBOro PUHKY Ta OEPXKaBHOMO CEKTOPY.
3a nporHosamun ekcnepTiB MoBHOLIHHa dopmanbHa Bepcis Blockchain 4.0. mae byTtn
pospobneHa no 2025 poky, ska byae NpuHATa y BCbOMY CBITi Ik KOHCTaHTa.

MepcnekTnBM  PO3BUTKY TEXHOMOrii OfIOKYEeNH BaXKO MepeoLiHUTH, OCKibKK
ePeKTUBHICTb i MOXe 3HAYHO MIABULLMTU HALIMHICTL 0biry iHpopMauil Ta 3aX1LLEHICTb,
Lo CNpUsTMMe paLioHabHOMY Ta ebekTBHOMY ynpasniHHto. [TepcnekTnsHoo chepoto
3aCTOCyBaHHs OfIOKYenH, fka TPaguuiHO nae nonepedy Yy BMNPOBaOXKEHHI HOBITHIX
iHpopMaLinHMX TexHonorin, € diHaHcoBun cekTop. La chepa 3a3Buuart HambinbLu
3aujikaBiieHa y LOBIpi CyCcnifibCTBa A0 NMOCAYT, WO HEK HafatoTbCs, OCKIIbKM MOB'A3aHa BOHa
3 FPOLLOBMMU KOLLTaMM, HECTADINbHICTb 3 IKMMW YacTO € HACJAKOM COoLiasibHOI Hanpyru.
Mpu LbOMY HaAIMHOT anbTEPHATUBW y MepeKasi KOLUTIB, Hix piHaHCOBO-KpPeaUTHI yCTaHOBY,
3a3Buyan Hemae [Melnychenko, Hartinger, 2017]. ¥ Hanbinblu po3BMHEHMX KpaiHax CBITy
TeXHOJOriA BIOKYEerHy akTMBHO BMPOBALAXKYETbCA 3@ MeXaMu PUHKY KPUMNTOBAIOTK
Ta NepeHocnTbCs Ha AepkaBHi cekTopu. Hanpuknag, y lNisoerHin Kopei peanisyerbes
cTpaTeriyHun nnaH nig Hassoto Blockchain Urban Plan, wo mae oxonutn 14 nepxkaBHumx
cnyxb y [eKinbkoxX Pi3HMX ranyssx Ta chopMyBaTh iXHIO GYHKLIOHaNbHICTb Ha OCHOBI
BnokuenHy. Cnyxbu, WO nnaHyeTbCa nepesecTy Ha AaHy Gopmy € couzabesneyeHHs,
apxiB ekcryaTauii TpaHCMOpPTHMX 3acobiB, BUAayYa cepTudikaTiB, cMcTeMa rosioCyBaHHS
Ta iHwi. Mnan pospaxosanui Ha 2018-2022 pokn. B Ykpaini GnokuenH Takox 30060ys
cBoto Hu3Ky nonynspHocTi 3 2017 poky Ta akTMBHO BMPOBaOXYETbCS Y Pi3Hi chepwn
coujiafibHO-eKOHOMIYHOT AisnibHOCTI. [onoBHOW peanizauieto BnokyelnHy B YkpaiHi ctano
BUKOPUCTaHHS OHOBJIEHOI Bepcii IHPOPMaLIMHOI CUCTEMU [AEepP>KaBHOMO 3eMeslbHOro
Ka[acTpy Ha TexHonorii 6iokyerH. B noganblii poku naaHyeTbCs LUMPOKE 3aCTOCYBaHHS
TexHosoril y chepi Aep>KaBHOro yNpasiHHS Ta LEePXXaBHUX PilLeHb, @ TAaKOX Y HanpsMKy
diHaHCiB, iIHBECTULLiM, MAPKETUHTY Ta TPENONHTY.

BuUcHOBKU. TaknM YMHOM, CYTHICTb TEXHOJIOTIT BIIOKYENH NONArae y AeLeHTpani3oBaHin
Basi gaHux, Wo CTPyKTypye iHpopMauiHi bnoku 3a gonomoroto 3acobis kpuntorpadii Ta
Ma€ BflacHi MexaHi3mu 3axucTy. [lepluogxepenom peanisauii 4OCNIAXKYBaHO! TEXHOMOTIT
CTaB PVHOK KPUMTOBAJIIOTW, WO CaMe 3aBAAKW [OaHi TeXHOSOri 3Mmir cTabinizysatu
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cBOi nosuuii Ha ¢iHaHCOBOMY PWHKY. 3 PO3BUTKOM iHGOPMALINHUX TEXHOMOrIN Ta
BOOCKOHASIEHHAM  MPOrpamMHoro 3abesneuyeHHs TexHosoris  OfIoKYernH  MNocTiMHO
TpaHchopMmyBanacs Ta Ha A4aHOMY eTari Ma€ TP KJIKOYOBI CTPYKTYPI eeMeHTH, a came
Blockchain 1.0., Blockchain 2.0. Ta Blockchain 3.0. Y noganbuwin nepcnektnsi nnaHyeTbes
peanizauis koHuenuii Blockchain 4.0., inei akoi BXe iCHYIOTb Yy TEXHIYHOMY YCTaTKyBaHHI
Ta Mogeni GyHKUIOHYBaHHS, MPOTe OCTaTOYHUN BUMIAL e NoTpebye JoonpaLoBaHHs.
MepcnekTnBmM 3acTocyBaHHSA ONOKYENH AOCUTb BUCOKI AN YCIX HANPSIMIB rOCNoAapCbKol
AiSNbHOCTI OANHN, OCODSIMBO Ha AepPXKaBHOMY PiBHI, afyKe JaHa TEXHOJOriA HaJae 3Mory
3aXUCTUTN [OCTOBIPHICTb 06Ky iHPOPMALLT Ta CTBOPUTY YMOBM HECHOTO il KOHTPOJSHO, LLLO
MOXe AKICHO nokpalynTu BinbLicT BidHec Ta gep>kaBHMX npouecis. B Ykpaini bnokuenH
PO3BMBAETLCA MOCTYMNOBO, ajle BXe BMPOBaAXYETbCA Yy KOPMOPATUBHUN Ta AepP>KaBHUM
cekTop.
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INTANGIBLE ASSETS IN THE EXTERNAL REPORTING IN UKRAINE: IMPROVEMENT
OF DISCLOSURE

Abstract. The final product of an accounting information formation process on
intangible assets is an enterprise's financial statement and internal (management)
statement with appropriate operations details. Intangible assets and their role in
assessing the effectiveness of a particular business entity are the subjects of intensive
research by both foreign and Ukrainian scientists.

Research of this accounting object will be relevant for the business practices in
Ukraine until appropriate reporting recommendations are developed, which will reflect
the real property and financial condition of the entity, which, in turn, will increase the
reliability of reporting indicators and the economic attractiveness of the enterprise for
potential stakeholders both in the Ukrainian and international markets.

Therefore, the situation with non-disclosure of a part of the intangible assets in the
company's financial statements is unacceptable, since its users expect full and reliable
disclosure of information in the company's financial statements. The lack of complete
and reliable information about the company does not allow its users to form an opinion
and make final important decisions about the efficiency and prospects of a particular
entity. Modern economic realities in developed countries and, especially in Ukraine
dictate new requirements for the organization of the accounting process to manage,
evaluate, and control transactions with intangible assets, which necessitates improving
the organizational aspects of the accounting system in the enterprise, in particular, in
terms of building an external reporting system.

During the analysis of the approaches to the formation of external reporting in
terms of providing information on intangible assets of the Ukrainian enterprises, as
well as the nature and principles of the taxonomy of financial statements of Ukraine,
recommendations on the structure and description of all components of intangible
assets reporting were developed and systematized.

Keywords: intangible assets, intellectual property, accounting policy, internal control,
reporting, organization of accounting, normative legal act
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Introduction. Innovative development of any business entity and the country as a
whole is a priority in today's economy. The greatest value in developed countries and
successful companies is no longer generated by tangible resources, but by intangible
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assets, which are associated with the introduction of the latest technologies, experience,
knowledge and skills of employees.

Under the conditions of modern business, intangible assets are given one of the main
placesinthe property structure of companiesin leading countries, including the European
Union and the United States. However, these assets play an important role in assessing
the capitalization of enterprises and ensure successful competition in the global market.
In particular, intangible assets occupy a leading position in assessing the potential of an
enterprise that has such assets in its structure. Because, for example, patents or property
rights allow the business entity to have more freedom in the market and contribute to the
rapid development of the enterprise.

Research shows that most American companies have recently paid a lot of attention
to the collection and analysis of non-financial data. It confirms the fact that a third of all
investment decisions are based on existing intangible assets, and these decisions allow to
more accurately predict the company's income and profitability in the future, and hence the
company's value to shareholders. The inclusion in the performance measurement system of
the effects associated with the intangible assets of the company allows to make them more
effective, resulting in the possibility of creating a more effective system of management
rewards [Volkov, Garanina 2007].

It is also known that the intangible assets of most foreign companies are several times
higher than the tangible ones. According to Interbrand, the ratio of tangible and intangible
assets of IBM is 17:69, Coca-Cola - 4:96. At the same time, a significant part of intangible
assets is the value of the brand itself (or, rather, "megabrand”). This value is not least
determined by the reputation, which is formed, among other things, on the basis of socially
responsible behavior of the company. 50% of British buyers are willing to switch to another
brand if it is offered by a socially responsible company (Mintel, 1998) [Turkin 2004].

According to the indicators of publicly available data of financial statements of large
Ukrainian enterprises, the share of intangible assets in the book and market value of
specified Ukrainian companies is extremely small, especially when compared with similar
data from the world's most successful corporations. However, the following relationship
can be traced: the greatest value of shares, taking into account their demand in the
market, is observed in those Ukrainian companies that contain a relatively significant share
of intangible assets in the structure of book and market value of enterprises. The study
of the impact of intangible assets on the efficiency of enterprises and their investment
attractiveness is even more relevant.

The purpose of the article is to disclose the main aspects of formation of external
financial statements, that are being used in the practice of accounting in Ukraine. That
allows to collect and efficiently use the information about the intangible assets, as in the
conditions of internationalization of the economy today there is a question in attraction
in economic activity of the Ukrainian enterprises not only material resources, but also in
attraction of new and effective use of already available and identified intangible assets.

Literature review and the problem statement. Intangible assets have become one
of the important elements of leading and successful companies today, and investing in
such assets is becoming one of the main goals of business entities of Ukraine. These
assets play a special role in the overall growth of the value of the enterprise and in terms
of market assessment characterize the success or failure of a business entity in the future,
as well as help assess its economic potential and competitive position in the market.
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More and more businesses in today's business environment are confident in the
importance of intangible assets for future success. However, simply owning intangible
assets does not guarantee successful business and improved competitive advantage
in the market. Businesses today need to be able to skillfully manage all components of
intangible assets, including those identified by the company and potential for the entity.

In international practice intangible assets are divided into identified and unidentified.
Thus, the identified intangible assets include trademarks, licenses, patents. Unidentified
intangible assets include the reputation of the product, the propensity of consumers
to the appropriate brand of goods, goodwill. If the identified intangible assets can be
sold independently, the unidentified intangible assets cannot be separated from the
enterprise. The problem is that most intangible assets are not correctly or not identified
at all, are not valued accurately enough, which leads to distortion of taxable income and
inaccurate presentation of information in the balance sheet and other forms of reporting
[Poberezhets 2012].

Theoretical and methodological bases of accounting and management of intangible
assets of enterprises were engaged in such well-known foreign scientists as H. Dzwigol
[Dzwigol 2019a; Dzwigol 2019b], D. Gallardo-Vazquez [Polo, Gallardo-Vazquez 2016], R.
Larkin [Larkin, DiTommaso 2020], ], R. Miskiewicz [Miskiewicz 2017a, Miskiewicz 2017b], M.
Moberly [Moberly 2014], M. Ghamari [Ghamari, Saeidinia 2012], M. Jovanovi¢ [Jovanovic,
Radjenovic 2020], O. Hasprova [Hasprova, Brabec, Rozkovec 2019], M. Bauman [Bauman,
Shaw 2018], Bridgman B. [Bridgman, 2014], Ciprian G. [Ciprian, Radu, Madalina 2012]
and many others.

In the scientific works of Ghamari M. and Hasprova O. much attention is paid to the
issue of improving the process of valuation of intangible assets. There are explorations of
the ways of adapting the intellectual capital to a specific type of business by developing
author's methods for measuring the value of intangible assets, which would be quite
simple and applicable in light of the requirements of international financial reporting
standards [Ghamari, Saeidinia 2012], [Hasprova, Brabec, Rozkovec 2019].

In the scientific works of D. Gallardo-Vazquez the author conducted a thorough
research of the literature on the disclosure of information about intangible assets, which
led to the identification of a number of theoretical gaps. As a result, scientists came to
the conclusion about the need to increase the number of studies in this direction. [Polo,
Gallardo-Véazquez 2016].

Theoretical and methodological principles of improving the accounting process for
intangible assets were considered in the works of such Ukrainian authors as K. Lysak [Lysak
2019], N. Baistriuchenko [Baistriuchenko 2020], G. Spiridonova [Lysak 2017], A. Gavrilovsky
[Gavrilovsky, Stashenko 2019], T. Sobolieva [Sobolieva, Stukalo 2019], V. Yasyshena
[Yasyshena, Pyliavets 2019], Z-M Zadorozhnyi [Zadorozhnyi, Yasyshena 2019], and other.

Garanina T. identifies the relationship between the parameters of the market value of
assets and the fundamental value of intangible assets [Volkov, Garanina 2007].

According to the results of the scientific work of Poberezhets O., valid legislation in
accounting significantly narrows the composition of intangible assets, as it is unclear how
to account these items. The category of intangible assets requires further in-depth and
comprehensive research [Poberezhets 2012]. Yasyshena, V. provides proposals on the
use of certain new sub-accounts and items of financial statements for certain objects of
intangible assets [Zadorozhnyi, Yasyshena 2019].
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Scientific works in this area, of course, are a great and important contribution to
improving an accounting system of intangible assets, they are a driving force of progress
in this direction. However, there are still many aspects to be explored and many questions
to be answered.

As a result of the analysis of the conclusions of the above scientists, we came to the
conclusion that a significant amount of information related to the disclosure of indicators
regarding intangible assets in financial statements requires refinement and detail. It is
necessary to develop a clear structuring of the components of financial statements in
terms of intangible assets, which will allow to gradually identify and record data that will
allow obtaining more detailed and useful information for both external and internal users,
as well as for making all the necessary management decisions. This issue is especially
relevant in the context of accounting practice in Ukraine, since standard forms of financial
statements imply the reflection of an extremely small amount of information about
intangible assets.

Research results. Today, it is impossible to imagine a business that operates
successfully without the use of computer programs, databases, know-how, websites or
licenses to implement certain activities. The realities of a market economy are such that
competitiveness is a key condition for the viability of the enterprise, and it is impossible
to adapt to modern trends, ignoring the achievements of intellectual activity of mankind.

The results of scientific work of Labidi M. provide new evidence that when raising funds,
issuers can enhance stock liquidity by giving investors more information about intangible
assets [Labidi, Gajewski 2019]. According to the findings of Watson J., for the average
Australian company goodwill tends to be reported conservatively while identifiable
intangible assets are reported aggressively, which leads to the fact that the accounting
information is value relevant but not reliable [Dahmash, Durand, Watson 2009].

Joachim Hoegh-Krohn N. argues that the value-relevance of financial statements would
be furtherimproved if previously expensed costs are partly reversed and capitalized if, at a
later period, the intangible item in question meets the asset recognition criteria [Joachim
Hoegh-Krohn, Knivsfla 1999]. In her research, Thum-Thysen, A. concludes, that investing
in education emerges as key dimension of policies to unlock investment in intangible
assets. [Thum-Thysen, Voigt 2019].

Braune E. analyzes the reasons for the disclosure of information on intangible capital
and its consequences on financial performance. The results highlight the significant
influences of governance and financial structure on the disclosure of information about
the intangible capital [Braune, Sahut, Teulon 2020].

Inventions, technological innovations and advanced communication tools allow to
optimize the company's activities, be faster, more reliable and more efficient. No event
that occurs at the enterprise does not go unnoticed by accounting. The same can be said
about the receipt of intellectual property, which is reflected in the concept of "intangible
assets".

The practice of accounting for intangible assets in Ukraine can be called quite young
compared to other objects, but it is becoming increasingly important due to the rapid
development of new technologies. Unfortunately, statistics show that most Ukrainian
companies report intangible assets in their reporting in rather small amounts. This does
not mean that the use of such facilities is minimized. The methodology of identification,
recognition, evaluation and further accounting needs to be improved in order for
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accountants to be able to build a reliable and optimal accounting system in general and
intangible assets in particular. One of the most important ways to provide accounting
information about the company to internal and external users is its reporting. It is the
reporting that reflects the entity’s assets and liabilities, its income and expenses. Reliable
information reflected in financial, tax, statistical reports is a key condition for effective
management decisions at any level, is the key to investment attractiveness of business.
Also, its correctness is a guarantee that the interaction with regulatory authorities will not
have negative and undesirable consequences for the company.

In turn, the volume and detail of reports, including internal (management), on
transactions with intangible assets of the enterprise is significantly affected by the size
of the enterprise and the industry in which it operates. The larger the enterprise, the
greater the volume and detail of the disclosure of intangible assets. With regard to the
industry, in this aspect, the reporting is directly affected by two factors, namely the nature
of the business model and the specifics of industries, which determine the willingness to
disclose information about the intangible assets of the enterprise. In addition, the form
and content of the reports will also depend on the users of such information. For this
reason, it is necessary to distinguish two approaches to the formation of internal and
external reporting in terms of providing information about the intangible assets of the
enterprise (Tabl.1).

Table 1 - Approaches to the formation of internal and external reporting in terms of
roviding information about the intangible assets

Number External reporting Internal reporting

Forming approaches are related to:

) . ) ) Definition, measurement and
Valuation of the entire business unit and

1 o . . identification of components of
its intangible assets in general . .
intangible assets

The purpose of reporting:

Providing information on the main
2 objects that generate the value of the
enterprise

Management of individual
components of intangible assets

Reporting users:

3 External Internal

The nature of the reporting information:

The information is of a general nature
4 for the entire set of intangible assets in
the enterprise

The information is detailed in some
items of intangible assets

Method of presenting information:
Information on the total value of
intangible assets and its individual

Information on specific types,
elements and components of

5 components in cash, as well as : . :
: ) intangible assets, as well as their
information on the real value of the size

entity
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Principles of formation of indicators (content of reporting):
Formed at the national level, are Internally defined reporting
comparable with the reporting indicators that are formed on the
6 . . . .
indicators of other enterprises, industry [ basis of management needs of a
indicators particular business entity

Source: developed by the author

Thus, the need for internal reporting is primarily related to the management needs
of a particular entity and contains more detailed information necessary to manage the
enterprise or the specific asset it owns. The specifics of the formation of indicators of such
reporting is focused mainly on the nature and components of intangible assets.

External reporting is more standardized than internal and contains generalized
indicators for intangible assets. If we focus on the part of the reporting that provides data
on the property owned by the enterprise, it is worth highlighting the section "Assets" of
the Balance Sheet (Statement of financial position, Form N21). As it is known, before an
object of accounting "joins" to one of the items of the Balance Sheet asset, the accountant
must make sure that the object meets a number of criteria, ie can be recognized as an
asset. In order for a resource to be recognized as an asset, it must be controlled by the
enterprise, and its use must bring economic benefits in the future.

Analyzing the data on intangible assets that the user can obtain based solely on
standard forms of financial statements, it becomes clear that in addition to the initial,
residual value, the amount of depreciation of intangible assets, other information is not
disclosed. This fact does not allow to get a complete picture of the state, diversity and
efficiency of intangible assets. In this regard, we consider it appropriate to focus on a
relatively new concept in the practice of accounting, namely the taxonomy of financial
reporting, which is intended to disclose the composition of articles and indicators of
financial statements, its elements.

The main key factors needed for understanding of the nature of the taxonomy of
financial statements are given in Tabl. 2, which is designed to structure the main principles
of its implementation and application for greater clarity.

Table 1 - Analysis of the essence and principles of taxonomy of financial statements

Taxonomy of financial statements
1 2

Approved by the order of the Ministry of Finance of Ukraine dated
December 7,2018 N2 983

Itis made public | on the website of Natskomfinposlug and other regulators

Formulation and single electronic format XBRL (English eXtensible Business
application format [ ReportinglLanguage - "extensible businessreportinglanguage")

Determines specific codes that can be used to identify information disclosed
in IFRS financial statements

Includes content that describes the meaning of the accounting element
or helps the developer find the right element. In order to
facilitate navigation on the IFRS Taxonomy, the elements are
grouped accordingly
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Ways to view the | xIFRS and Illustrated Taxonomy of IFRS
structure

The content is - publication of new or amended IFRS and IAS;
updated as a result |- common practice projects; or
- improvements to the IFRS Taxonomy.
Source: developed by the author

Financial reporting, which is based on the principle of taxonomy, is characterized by
maximum detail of financial indicators, which provides the greatest possible information
and detail of disclosure of financial data for users of such reporting.

To determine the place of intangible assets in such reporting, a document such as
Taxonomy UA XBRL IFRS 2019 General was taken as a basis. This is a Ukrainian taxonomy
approved on December 27, 2019. This document is freely available on the Internet in
* pdf and * html format and contains a complete list of planned financial statements,
the format of these indicators of each individual article and the names of international
financial reporting standards that should be followed when forming a particular indicator.
These articles have a multi-level and reporting grouping system, which allows to more
easily navigate the variety of information disclosed [IFRS Taxonomy Illustrated].

A valid question arises: what kind of information exactly is unusual for the practice
of Ukrainian accounting and can be obtained by a user interested in the study of the
area of accounting for intangible assets of the enterprise? First of all, it is necessary to
highlight the reporting items relating exclusively to intangible assets and goodwill. This
allows to focus on intangible assets and goodwill and, as a result, it becomes clear what
an impressive layer of information escapes the attention of users who use only standard
forms of financial reporting, even if you take into account the notes to the financial
statements.

We consider it appropriate to pay attention to the peculiarities of the taxonomy of
financial reporting of intangible assets, which can contribute to another, more detailed
and complete perception of such an object of accounting, which is usually not given
much space in the reporting of the vast majority of Ukrainian enterprises.

First, the articles of the Statement of Financial Position (Form 220,000), which contains
information on the value of intangible assets and goodwill, are reflected in the liquidity
position.

Cash flows generated by the proceeds from the sale and purchase of intangible assets
are disclosed in the Statements of Cash Flows separately using the direct and indirect
methods.

In the form "Notes - Subclassifications of assets, liabilities and equity" (800100) we
observe proposals forthe allocation of the structure of intangible assets. The least common
for the practice of Ukrainian accounting are such classification groups as Title data and
publishing information and Recipes, formulas, models, design projects and prototypes.

One of the forms of reporting on the principle of taxonomy is the List of provisions
of accounting policy, which requires detailed disclosure in terms of accounting policy
information on intangible assets, goodwill and amortization of intangible assets.

Considerable attention is paid to the topic of goodwill accounting in the report Notes -
Business Association (817000). This report reveals in many ways the fact of the economic
life of the company in the merger of business, as the coordination of changes in goodwiill.
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The information should be provided in tabular form, in monetary terms and in a textual
description.

However, the most extensive and comprehensive disclosure of intangible assets is the
Note-Intangible Assets form (823180). It proposes to illustrate information on intangible
assets in terms of individual classification groups, most of which are not used at all in
the practice of accounting in Ukraine. Intangible assets are also considered in terms of
generation methods. This form of the report is provided for the indication of methods
and rates of amortization of intangible assets. It is more interesting to divide the useful
life into that which is measured as a period of time and that which is measured in units
of output or other similar units. Much attention is paid to intangible assets and goodwill
in the context of financial reporting indicators that reflect the impairment of assets. Such
objects are covered even in the context of a report such as Notes - Lease.

The frequency and results of the procedure of revaluation of intangible assets, as well
as the reduction of their usefulness should be given sufficient attention, because these
processes ensure: reflection of intangible assets at their current value in the balance
sheet; correct presentation of costs and revenues arising from revaluation, depreciation
or impairment of assets. The accuracy and detail of such information has a direct impact
on the reliability of reporting as a whole.

In our opinion, it is extremely informative to provide a tabular description of the
movement of intangible assets, namely their receipt, disposal, change in value due to
depreciation, revaluation, impairment, compared with similar data in previous reporting
periods, which allows to trace the dynamics of changes in structure and value of intangible
assets.

Conclusions. Given the above recommendations for the presentation of information on
intangible assets in external reporting, which are regulated by the Conceptual Framework
of International Financial Reporting Standards, IAS 38, Taxonomy UA XBRL IFRS 2019, we
can state the following.

Analysis of the disclosure of information on intangible assets according to the principles
of taxonomy opens up very great prospects, which can be achieved if at least the largest
industrial enterprises of Ukraine begin to move in the direction of detailing the information
contained in ordinary financial statements. In turn, such detail regarding intangible assets
allows to operate with a much larger range of parameters to analyze the efficiency of use
and management of intellectual property of the enterprise. As a result, there is a prospect
of increasing the market value of companies and increasing their competitiveness in the
market.

Thus, during the analysis of approaches to the formation of external reporting in terms
of providing information on intangible assets of the enterprise, as well as the nature
and principles of taxonomy of financial statements of Ukraine, recommendations were
developed and systematized on the structure and description of all components of
intangible assets to financial statements.
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ENTERPRISE INFORMATION SECURITY MANAGEMENT SYSTEM BASED ON
THE MODERN OBFUSCATION TECHNIQUE FOR MOBILE NETWORK OPERATORS

Abstract. In today's realities, with constantly developing information technologies
(loT, 5G, Big Data, Cloud technologies, etc.), software protection is an urgent issue in
the field of information security for each small, medium, or big enterprise. Also, software
protection is a very important task for such enterprises, as mobile network operators,
which, in order to ensure leadership in the market, produce a large number of modern
unique software products for their own needs. Moreover, the software is the intellectual
property of the enterprises, which developed it. The software is the intellectual property
of both large corporations and small companies. The low reliability of software protection
for enterprises is associated with a rather complex and time-consuming process, as well
as with a number of technical limitations, which contributes to the thriving of computer
piracy, inflicts colossal losses on IT companies and, of course, the state as a whole.

Therefore, the development of a new effective method of software protection, for the
moment, is a priority in the field of information security, and new methods and techniques
of software protection are needed for all specialized companies, which develop paid
software. Nowadays there are many different approaches to solving this problem. These
are encryption, watermarking, etc., but no one gives guaranteed results. That's why
modern companies engaged in software development, should provide their customers
with a more secure information product.
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In this paper, the authors have provided the improved, more effective obfuscation
method, based on a new sequence of obfuscation transformations. This method allows
providing software protection of the enterprises from reverse engineering. To ensure the
effectiveness of the proposed method, the authors have developed a special software
product, based on cycles of operation and the creation of pseudocode to protect other
software products. In the process of writing this article, studies were conducted that
showed the following results. The product has become approximately 1.4 times more
secure, and the obfuscation rate has increased by 10 percent. Based on the foregoing,
the developed method can be followed to complicate the decoding process of existing
software products used in various enterprises.

In the future, itis planned to implement additional obfuscation transformations, as well
as a comparative analysis with existing obfuscation programs.

Keywords: enterprise, security management system, information security, obfuscation,
software, secure coding

Formulas: 9, fig.: 2, tabl.: 2, bibl.: 27

JEL Classification: C02, L96

Introduction. Mobile network operators (MNO) become one of the most rapidly
developing enterprises. Now we can observe the emergence of the first 5G commercial
networks. 5G wireless technology is another game-changer for software development.
More than any generation of wireless technology before it, 5G is a revolutionary upgrade.
Things like autonomous vehicles, virtual and augmented reality, games, remote control
devices and Internet of Things (loT) deployment will force to use of novel approaches in
software development. In this situation, it is also necessary to ensure the highest level of
software product protection.

Software security against computer pirates and unauthorized users is actual problem
during few decades. It makes serious damage to software engineering industry. This
problem is amplified by speed multimedia and Internet technologies development
because the quantity of ways to get non-license content grows every day. Modern world
characterized by break of software every year, month and day. It costs billions of US
dollars. The most serious attacks connected with code study and its hidden vulnerabilities
detection which are common during software tools creation.

In the core of every software tools there is intellectual property of its developers.
Software protection against unauthorized using, modifying and copying is the most
important issue in modern information and communication systems. Computer piracy
and illegal software using cause big damage for state economy particularly in hi-tech
sector.

Development of effective security methods for codes is background and wall on
the way of non-license products expansion. It is one of the main tasks for companies-
developers as well as for state policy in IT sector.

Today there are many approaches to this problem solving. These are encryption,
watermarking etc., but no one gives guaranteed result. Also, there are many obfuscation
transformations in scientific and technical literature [Wang, Wu, Chen, Wei 2018] but detail
obfuscation security methods description is absent. But this technology is one of prospect
method to make hard illegal code study and modification. From this viewpoint, the
development of new approaches and modification of existed obfuscation technologies is
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actual task directed to growing efficiency of secure coding and protection against reverse
engineering.

Modern companies, which develop a big number of software products (i.e. mobile
network operators), should provide high-quality and secure information product to their
customers. An important aspect of software development is to guarantee its reliability and
integrity. lllegal intruders try to get source code and bypass the licensing stage. Therefore, it
is necessary to protect not only the software overall as well as the source code. Obfuscation
protection technique could be used to confuse program code, complicate the analysis and
comprehension of operation algorithms furthermore preserving the functional program
features. One of the main problems of software reliability is absence of the developed and
implemented software protection methods, especially absence of software code protection
from reverse engineering [Wang, Wu, Chen, Wei 2018; Stepanenko, Kinzeryavyy, Nagi,
Lozinskyi 2016; Kuang, Tang, Gong, Fang, Chena, Wang 2018].

Literature review and the problem statement. Experience in recent years has
shown that many IT companies around the world are facing challenges which require
involvement of cybersecurity departments [Anderson, Choobineh 2008; Mayadunne,
Park 2016; Yadegari, B., Johannesmeyer, Whitely, Debray 2015; Foket, De Bosschere, De
Sutter 2019; Uchenna, Ani, He, Tiwari 2017]. Indirect attacks by cybercriminals spread
pretty rapidly in terms of their number and threat scale, thus, affecting the quality of the
product and sometimes leading to a complete shutdown of some enterprises, including
government ones. This affects the reputation of the company or enterprise, and also leads
to colossal losses of financial resources [Yadegari, B., Johannesmeyer, Whitely, Debray
2015; Foket, De Bosschere, De Sutter 2019; Shariati, Bahmani, Shams 2011]. In this case,
the cybersecurity departments of companies / enterprises must possess the latest tools,
understand the algorithm of these crimes and react immediately, prior to damage is
caused [Sari 2015; Hu, Z., Gnatyuk, Sydorenko, Odarchenko, Gnatyuk 2016]. For example,
there is a progressive project Industry 4.0 [Cafasso, Calabrese, Casella, Bottani, Murino
2020; Dechow, Granlund, Mouritsen 2006; De Smit, Elhabashy, Wells, Camelio 2016;
Dzwigol, Dzwigol-Barosz, Miskiewicz, Kwilinski 2020; Dzwigot, Shcherbak, Semikina,
Vinichenko, Vasiuta 2019; Lu 2017; Miskiewicz 2019; Miskiewicz, Wolniak 2020], which
helps enterprises to automate production in order to get the maximum productivity with
minimal involvement of human labor [Wang, Wu, Chen, Wei 2018]. This software requires
financial investments from the production side and constant maintenance. Of course,
many will try to get such software for free, which will lead to the loss of the reputation of the
IT company which produces an unprotected product, as well as lead to financial losses in
general. In this case, this can be prevented by ultra-precise encryption, which will simply
be impossible for a cybercriminal to bypass using conventional algorithms. Software
security significantly increases the confidence of enterprises and gives the company an
impeccable reputation at all possible levels [Rangel 2019; Zeng, Koutny 2019; Granlund,
Mouritsen 2003]. Such an IT company will have better financial capabilities with those
advantages for the development of further modern technologies and software.

The analysis of modern approaches to obfuscation was carried out [Stepanenko,
Kinzeryavyy, Nagi, Lozinskyi 2016; Kuang, K., Tang, Gong, Fang, Chena, Wang 2018]
and it has showed a lot of attention from researchers to the basic obfuscation process
requirements, described categories of obfuscation distribution transformations and
presented obfuscation protection methods.
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Modern obfuscation methods for secure coding were analyzed in review papers
[Stepanenko, Kinzeryavyy, Nagi, Lozinskyi 2016; Jeet, Dhir 2016] and paper contains
effective software security techniques [Kaur, Tomar 2018; Merhi, Ahluwalia 2019] with
some elements and procedures of code obfuscation.

However, a complex mechanism for source code protection that uses most of the
known obfuscation transformations is absent.

Consequently, to decrease the probability of the reverse engineering process
implementation it is important to develop a reliable technique of obfuscation protection
of executable software files.

The main purpose of research is to create a reliable obfuscation technique for software
security of the MNO enterprises that provides program code protection against the
reverse engineering process.

To achieve purpose the following tasks were completed:

- new obfuscation technique of enterprises software protection was developed;

- software tool for source code protection was created;

- experimental study of created software tool was carried out.

Next parts of paper contain theoretical background and experimental study of
proposed obfuscation technique.

Research results. The obfuscation technique called StiK was developed based on a
new sequence of obfuscation transformations to solve mentioned problems[Stepanenko,
Kinzeryavyy, Nagi, Lozinskyi 2016].

The input data for this technique is:

- Source Code A.

- Obfuscation Code Structure Transformation $=(S,,...,S,), S, is one of the
transformations: the restructuring of the arrays; the clone method; modification of loop
conditions; the dead code method; use of mark «goto»; the parallel code method i=1,6

- Obfuscation Transformation of Variables V=V ...V, Sj, is one of the
transformations: inheritance relations modification, splitting or merging of variables,
huge variables, converting static data to procedure, j= 1,4.

- Obfuscation Punctuation Transformation  P=(P1,P2), Pk, is one of the
transformations: inversion of code elements, token removing k= 175 .

In this technique, was determined the obfuscation sequence which must be
accomplished to provide effective software protection from the reverse engineering
process, to complicate the analysis process and comprehension of the program code
algorithm.

Code Obfuscation Technique Description:

Stage 1. First, the source code A is loaded into a memory fragment. This code is divided
into logical structures A=(A1,....,An), (Ax - the logical structure of the code A, nEN, x= Ln).
The amount of the logical structures is determined by the program code size. Then logic
units A, x=|,», are being transformed using some obfuscation structure transformations S,
i=1,6 - The number of transformations for each logical structure is determined accidentally.
The obfuscation transformation number for each A_should be at least three. The final part
is to combine all the elements into the code and to test its availability.

Stage 2. Next, the resulting code B was divide into logical structures B=(B1,....,.Bm) (By-
the logical structure of the code B, m&N, y=1,m). Logical structures By, y=1,m are being
processed by obfuscation variable transformationV, j= 1,4 (the obfuscation transformation
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number for each By should be at least two). Obtained transformed structures were
combined into program code C and its availability was tested.

Stage 3. The resulting code Cis being divided into logical structures C=(C,,....,C ) (C -
the logical structure of the code C, g&N, z=1,g). Next, logical structures Cz, z=1,g are
being transformed by obfuscation punctuation transformations P, k= 1,2. As a result of
these stages, the software code D is created and its availability is tested.

To provide more reliable software protection mechanism was proposed using more
marks «goto» after each obfuscation stage of the StiK method. This item increases the
stability index of the software code and the average difference index between the
transformation code and the source code. To implement it the violation of program logic
was used and development of the unreadable tangled code. The output software code is
completely modified however the program preserves a whole functionality of the source
code, presented on Figure 1. A pseudocode was developed for the StiK protection
method. The basic procedures according to the scheme is presented on Figure 2.

Code structure transformation Variable transformation Punctuation transformation
S=(S1,...., Si) V=(V1,..., Sj) P =(P1,..., Pk)

Division of the
program code
into logical

Usage mark GoTo
m
C
>
(@)
o
]
o
z
m
C
>
(%)
o
_|
(o]
=
M
c
>
(@)
o
S
o
o

AQ D
The source The transformation
code code

Figure 1 - Scheme of the obfuscation protection method
Source: developed by the authors

A procedure OpenfFile() is used to download the program code. Apply to its input the
file name that will be transformed.
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A FunRand() is applied to generate a pseudorandom sequence whereby the
corresponding indexes was obtained that will be used for the code transformation.

A procedure DivFunction() is used to separate the program code into logical structure.

CodeStructure(), VariableFun(), PunctuationFun() procedures are applied for each stage
of obfuscation transformation. Data about logical structures and generated obfuscation
transformation indices in appropriate procedures were entered.

A FunGoTo() is an unconditional branch instruction, which is applied several times in
each transformation.

A procedure AssociationF() is used to combine separate logical structures into a single
code.

A procedure Cheking() is applied for sanity check of the generated code.

A procedure WriteFile() saves the transformed code as a new file.

Input: NamefFile is the file name with the source code, transformations S, P, V.
Output: NameFileNew is the file name with the transformation code.
1. A=OpenFile(NamefFile);
2.{A }=DivFunction(A), A=(A,,....A ), A is the logical structure A, nEN, x= Ln
3. for(x=1;x<n;x++)
3.1{A }=FunGoTo({A })
3.2 for(x,=1;x,<3;x ++)
3.2.1.{i}=FunRand(S);
3.2.2. A =CodeStructure(A,S,i), i€ 1,6 ;

3.3.{A }=FunGoTo({A })

3.4. B=AssociationF({A });

4. {By}=DivFunction(B), B=(B,,....B_), Byis the logical structure B, meN, y=1,m;
5.for(y=1,y=m;y++)

5.1 {By}=FunGoTo({By})

5.2forly =1y, <2;y ++)

5.2.1.{j}=FunRand(V);
5.2.2. By=Variab/eFun(B/\/,j),jE1,4;

5.3. {By}=Fun GoTo({By})

5.4. C=AssociationF({By}); o
6.{C }=DivFunction(C), C=(C7,....,Cg), Cgis the logical structure C, g€N, z=1,g);
7. for(z=1,z<gz++)

7.1. {Cg}= FunGoTo({Cg})

7.2.for(z,=1;z.<1;z ++)

7.2.1. C = PunctuationFun(C ,Fz);
7.3. {Cg}=FunGoTo({Cg})
7.4. D=AssociationF({C });
8. Cheking(D)
9. WriteFile(D, NameFileNew)
Figure 2 - Pseudocode for the obfuscation protection method
Source: developed by the authors

Experimental Study and Discussion. The software tool was developed based on the
submitted sequence of operations and created pseudocode for protection method. The
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StiK software tool was created using C++ programming language, in the Visual Studio
2013 programming environment. Obfuscation transformations were defined from each
category: the dead code method, usage of mark «goto», huge variables, token removing.

Experimental study was conducted to determine the speed characteristics of the
obfuscation process and the stability of the software code to the reverse engineering
process. The experimental two-part methodology was developed. The input data for these
experiments was 10 files with source code, they were transformed using the developed
software tool. Using this console tool and two-part experimental methodology the efficiency
of StiK was studied in following manner:

1. Obfuscation rate was assessed (Experiment 1).

2. Security of code against reverse engineering was assessed (Experiment 2).

Experimental studies were fulfilled using computer system with processor Intel (R)
Core (TM) i3-6100, 3.7GHz and 4 GB RAM based on 64-bit operation system Windows
7 Service Pack 1. Also all results were compared with similar results of well-known and
effective SmartAssembly obfuscator (see Table 2).

Experiment 1. To realize this experiment input files size and transformed files size as
well as time for obfuscation were fixed. Obfuscation rate was assessed using expression
v,=0/,i= 710, where vi is obfuscation rate for i-th file: Oi is transformed i-th file size, ti
is time for i-th file obfuscation.

For all assessed obfyscators the parameter of middle rate was calculated using
expression vcep=;Vf . In Table 1 results of Experiment 1 are presented.

Table1 - Results of obfuscation rate assessing (Experiment 1)

File 1 2 3 4 5 6 7 8 9 10 Middle
rate

File size, | 4.09 | 0.90 | 5.18 | 2.68 | 3.08 | 1.34 | 1.51 | 1.18 [ 0.72 | 3.55
KB
ts 0.1 ]10.008| 0.14 [0.012[0.029 | 0.042 | 0.028 | 0.016 | 0.038 | 0.027
Smart
Assembly
t's 0.1030.038| 0.12 | 0.058]0.061| 0.033 | 0041 [0.022 | 0.017 | 0.058
Stik
File size, | 495 | 1.86 | 10.0 | 3.08 | 3.42 | 3.86 | 3.01 | 3.56 | 1.31 | 3.68
KB
Smart
Assembly
File size, | 8.23 | 3.75 | 14.7 | 6.97 | 5.86 | 4.71 496 | 5.27 | 3.95 | 533
KB
Stik
Rate, KB/s | 49.5 [202.5] 75.5 |256.6[118.9( 91.7 | 107.3 | 205.6 | 34.1 | 136.3 | 127.8
Smart
Assembly
Rate, KB/s | 82.9 | 99.7 | 132.6 [138.1| 96.1 | 162.7 [ 125.9 | 239.5|232.4 | 95.9 | 140.6
Stik
Source: developed by the authors

In accordance to Table 1 StiK obfuscator is 10% faster than SmartAssembly.
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Experiment 2. During this study 10 executed files were analyzed and these files were
protected using SmartAssembly and StiK obfuscators. Coefficient of code growing was
calculated usingformulak=CT./CP,i=1,10,where is number of processesintransformed
code, is number of processes in input code. Table 2 contains results of Experiment 2.

Table 2 - Results of security code against reverse engineering assessing (Experiment 2).
Categories 1 2 3 4 5 6 7 8 9 10 | Middle
rate

Number of processes in 14 4 39 22 16 17 31 8 5 28 18.4
input code
Number of processes 55 19 | 383 | 58 38 | 123 | 157 | 81 49 | 106 [ 106.9
in StiK
Number of processesin | 47 | 26 | 187 | 39 67 84 | 85 46 32 | 79 69.2
Smart

Assembly
Coefficient for STiK 3.93 [4.75(9.82|2.64 (238 | 724 |5.06( 1013 [9.803.79| 5.95
Coefficient for Smart| 3.36 |6.50(4.79 | 1.77 | 419 | 4.94 | 2.74| 5.75 [ 6.40]|2.82| 4.33
Assembly

Source: developed by the authors

Conclusions. Industry 4.0 is a very progressive project, which aims to help enterprises to
automate production in order to get the maximum productivity with minimal involvement of
human resources. That'swhy, nowdays, with constantly developing informationtechnologies,
software protection is an urgent issue in the field of information security for the MNO
enterprises. In this paper, new obfuscation method for software protection for enterprises
was proposed and it was based on a new sequence of obfuscation transformations. It allows
to provide software protection from the reverse engineering. Also, the software tool has
been developed according to StiK method and experimental studies have been carried
out.

As a result, authors found that the average difference index between the transformation
code andthe source code was 36.21% and the average speed characteristics for obfuscation
process were 140.6 KB per second. In accordance to experimental results StiK obfuscator
is 10% faster as well as 1.37 times more protected than analogues. This helps enterprises
to ensure data protection from the different types of attacks. Therefore it will help to save
investments and to increase the profit.

However, in the future, the implementation of more obfuscation transformations is
planning and also comparative analysis with existing obfuscation programs will be carried
out. On this basis, new techniques for increasing the information security of the enterprises
will be developed.
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OLIHKA PIBHSl HETEXHIYHUX HABUYOK YJIEHIB PO3MNMOAITIEHOI
NMPOEKTHOI KOMAHOU

AHoTauif. Ha cborogHi, panToBo, HaceneHHs 3MyLLEHO B3aEMOLIATY B BigAaneHoOMy
dopmaTi yepes naHAEeMIlO, B TON Yac K KOMMaHil y BCbOMY CBITi no4anu npumimaTi Tom
baKT, Wo HacnpaBai 419 OTPUMaHHS OYiKyBaHWX pe3ysibTaTiB He 00OB'A3KOBO KOMaHAaM
npautoBaty B odicHMx npumiwieHHsax. Came ToMy po3nofineHi komaHam aepani Oinbuie
CTaloTb HOPMOIO B Pi3HUX rasly3sx 3abesnevyroum pesynbTaTv Ta 3a0LLafKy UM pecypcu.

Y TOW e 4ac, HOBI pearii He TiNbkK 3MiHUAN cnocib pPoboTK KoMMaHin, ane Takox
3MIHUIM MUCTEHHSA Nto4en Ana Toro, wob agantyBatuca 4O pobOTU B PO3MOAIIEHNX
komaHgax. OcobnvBo Tenep AN KOMMaHIM, 3HAHHA Ta HABUYKM MPALiBHUKIB - Le
iHTeNeKTyanbHUN Kanitan, SKUMA LUBWAKO CTAE HOBOK IKOHOK €KOHOMIYHOI LiiHHOCTI
KoMnaHii. 3aBAsKM LUbOMy aKkTy, NpauiBHUKM MPOEKTIB, Ti, XTO XO4e AOCATTU YCrixy B
HoBOMY Di3Hec-cepefoBULLi, MOBUHHI HaBYUTUCA ePeKTUBHIN PODOTI B PO3MNOLiNeHNX
KomaHgax. Ans uboro 3HagobUTUCS 3MiLHEHHS HETEXHIYHMX HABNYOK, TaKUX SIK 1i0ePCTBO,
0DOB'A3KOBICTb Ta iHLLeE.

Y cTaTTi pO3rnsHyTi eKOHOMIYHI Ta couiafibHi nepeayMoBu GOpMyBaHHSA TPeHOy Ha
PO3MNoAiNeHi KoMaHau B ynpasfiHHIi npoektamu. [oBeneHo, Wo 3a yMOB BigdaseHol
pPobOTM OCOBIMBOrO 3HauyeHHs HabyBatOTb HEe CTISIbKM TEXHiIYHI 3HAHHSA Ta BMiHHS
YNEHIB KOMaHIMW, CKiJIbKM HEeTexHiYHi (0cobucTicHi Ta KOMyHiKauiHi) 34aTHOCTI.
Ob6rpyHTOBaHO yHiBEPCaNbHUI Mepesiik HeTEXHIYHUX HABMYOK YSIEHIB PO3MOAiINEHMX
KOMaHpA, Wwo 0a3yeTbCs Ha CBITOBOMY AOCBIfAI MPOEKTHOro ynpasfiHHA. [docnigxeHo
Cy4YacHWIM CTaH Ta OCHOBHI TeHAeHUii B pobOTi MPOEKTHUX KOMaHA, fAKi CKianu
nigrpyHTs PO3pObNEHOr0 METOANYHOIO IHCTPYMEHTAPIO OLHKM 3PINOCTi HETEXHIYHUX
HaBMYOK KOMaHAM MeHeAXepaMu MPOEeKTIB 3rigHO 3 IX YHIBEPCa/lbHUM MepesikoM.
BusHauyeHi xapakTepuCTUKKM Ta 34iIMCHEHO OMWUC PIBHIB 3PIIOCTi Ta NapaMeTpiB OLiHKM
KOXHOI 3 HETEXHIYHMX HaBMYOK. 34iMCHEHO anpobaLlito 3acToCyBaHHS PO3pobneHoro
YHIBEPCaNbHOro nepesliky HeTeXHIYHMX HaBUYOK | METOAUYHOMO IHCTPYMEHTapIto OLLIHKM
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DISTRIBUTED PROJECT TEAM MEMBERS' SOFT SKILLS ASSESSMENT

Abstract. Today, people are suddenlyforced tointeractremotely due to the pandemic,
while companies around the world are beginning to accept the fact that teams don't
really have to work in offices to get the expected results. That is why distributed teams
are increasingly becoming the norm in various industries, delivering results, and saving
corporate resources.

At the same time, new realities have not only changed the way companies work but
also changed people's thinking to adapt to working in distributed teams. Especially
now, the knowledge and skills of employees are intellectual capital for companies,
which is fast becoming a new icon of the economic value of the company. Due to this
fact, project workers, those who want to succeed in the new business environment,
should learn to work effectively in distributed teams. This will require strengthening soft
skills such as leadership, commitment, etc.

The article considers the economic and social preconditions for distributed project
teams trend formation. The literature on the topic of the distributed team'’s efficiency
was analysed. Thus, one of the factors influencing the team work efficiency related to the
soft skills maturity level among distributed project team members was distinguished.
The unified list of soft skills based on world experience is determined. The current
state and main trends in the work of project teams are studied, based on which the
methodological tools for assessing the maturity level of the project team'’s soft skills
by project managers at the enterprise were proposed. The levels of soft skills maturity,
as well as assessment parameters of each of soft skills, are revealed. The practice of
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applying the unified soft skills list on the example of a distributed team in the Ukrainian
company was evaluated, based on which conclusions about the possibility of its use
were made.

Keywords: project management, soft skills, distributed project teams, assessment,
maturity level

Formulas: 0, fig.: 3, tabl.: 3, bibl.: 24

JEL Classification: M10, O32

Beryn. CborogHi, y 3B's13ky 3 naHAeMi€lo, sika nopyLumaa AiIOBMIA CBIT Ta 3Mycuna
KOMMaHil MepernsHyT1 CBOI CTpaTerii MoAoslaHHA KPW3, CkJlajlaCb HOBa pPeasbHICTb.
BinblwicTb KepiBHUKIB MNiANPUEMCTB BUPILWAM PO3MoYaTh iHiLiaTMBM 3 undpoBoi
TpaHchopmauil, wob 3abesneuntn bGesnepebinHy poboTty bizHecy. Taka cuTyauis
y CBIiTi npuckopuna LudpoBe NepeTBOPEHHS Ha pobouMx Micuax Ta gafa 3Mory
cnispobiTHMKamM npautoBaT BOOMa B po3nogineHux koMaHpax. Came uen nepiog
MOXHa BBa)kaTu rnobasbHUM MOLUTOBXOM KepiBHWMKaM DisHecy nepedopmoByBaTtu
CBOI KJIAaCMYHi KOMaHOW [0 po3nogineHol dopmu npoekTHo! pobotu. Len nepiog
MOXHa TaKOX MOB'A3aTW 3 MOSBOK BEJIMKOI KiNbKOCTI LMPPOBUX IHCTPYMEHTIB i
ponatkie ans ebekTMBHOT POBOTN NPOEKTHUX MEHEeOXKepPIB | PO3noaineHnx kKomang. Y
Leu >Xe Yac [0 YEeHIB pO3MNoifleHOl NPOeKTHOT KOMaHAW BUCYBalOTbCs BUMOTW OO0
BMCOKOrO PiBHS afjanTauil 4o HOBUX peanin poboTu, a came BUCOKOTO PiBHSA 3PISIOCTI
HEeTeXHIYHNX HaBWYOK, SKi BaXkMBI A8 cniBnpaui 3 KOMaHAOK B pPO3MnofisieHoMy
dopmaTi i BU3HaYatoTb KOJIO akTyaslbHUX MUTaHb, PO3MIAHYTUX Y AAHOMY OOCHIOXKEHHI.

AHnani3 pocnip)xeHb i NnocTaHOBKa 3aBAAHHA. [1MTaHHA ynpaBniHHA, KoopauHauii
poboTn, nigepcrea Ta pPe3ynbTaTUBHOCTI PO3MOAISIEHUX KOMaHL OCTaHHIMK pPOoKamu
NiAINMaloTbCa Y HAYKOBMX KOJlax BCe vacTiwe. Tak, Tinbku 3a ocTaHHi n'aTb pokis (2016-
2020 pp.) nowyk HaykoBWMX cTaTeln 3a kaw4yoBumu cnoBamu «distributed team» y
MOLLYKOBWX CUCTEMaxX MOBHOTEKCTOBMXHaykoBux nybnikauin Google Scholarnae 640000
Tnc. pesynsrtatis Ta 75 000 Tuc. pesynbTatie y Scopus. 3BM4aniHoO, He BCi 3 uux nybiikauin
MOBHOIO MIPOIO PO3KPWBAIOTb 3MICTOBHI acnekTu PO3MNOAiIeHNX KOMaHA, ynpaBaiHHA
HUMM abOo XapaKTePUCTUKM YeHiB NPOeKTHOT KomaHau. [1poTe, NeBHi 3aranbHOBU3HaHI
pe3ynbTaTh Taknx JocnigxeHb Bxe €. Hanpuknag, 3a cnosamu Y. TomncoHa, ctapLuoro
KOHCy/NbTaHTa kKomnaHii Aon Hewitt, nomiTHOIO nepeBaroto po3nofifieHol KOMaHAHO!
pobOoTN € NiABULLEHHSA MPOAYKTUBHOCTI NpaLi Y1eHiB KOMaHAW, SKa «Ma€E TeHAEHLio
[0 nokpalleHHs 0o 43%, 3anexHo Big ranysi Ta opratizauii» [Dorr, Kelly 2011]. Lo
aHaforiyHMX BWUCHOBKIB nNpuxodatb i [x. Konaso, sk BogHovac 3a3Havae, Lo
MO3NTUBHUI 3B'A30K MOXE MaTu TUM4YacoBUIM ePekT i 3a/1eXnTb CKIIafHOCTI MPOEKTIB
[Colazo 2008]. [incHo, He3BaXatoum Ha 3pOCTaHHS iHTepecy [0 PO3MNOoL4iNIeHNX KOMaHL,
BUKJIMKAHWM iX NepeBaramu, iCHytoTb 3Ha4Hi npobaemu ynpasaiHHs HuMun. JocaigHukm
bakTopiB BNAMBY Ha NPOAYKTUBHICTb PO3MOAINEHNX KOMaHL, 3a3Ha4vatoThb, LLLO NPaKTUKK
PO3MOoAiIeHOT KOMaHAHOT PODOTM BMMAratoTh Bif YIeHiB KOMaHAM Pi3HNX KOMMETEHLLN
Ta HaBuuok [Curlee 2008; Cormican, Morley, Folan 2015, Savoldelli, Brindley, Jaffrelot,
Cardinal 2019; Rosen, Wolf, Stoeffler 2020; Wang, Lin, Zhu 2019]. BignosigHo, noganbLui
HayKOBI MOLUYKM B LbOMY HanpsMi MatoTb OYyTW CNpPsiMOBaHi Ha BUBYEHHS HEODXigHMNX
KOMMEeTEHLiN Ta HAaBUYOK, ki MatoTb DyTLW y YSieHiB pO3NoAiNeHol NPOeKTHOT KOMaHAM.

Y ubOMy AOCHIAXEHHI MU 3ynUHMMOCS Oinbll AeTasibHO caMe Ha HeTEeXHIYHUX
HaBMuKax, LWob PO3KPUTK iX 3HAYEHHS Ta PiBHI 3pifiocTi. BaxnueicTb Takmx HaBUYOK
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nigkpecnoeTscs i B pobotax [Drozdovych 2016; Greenberg, Nilson 2015; Abbas,
Nawaz, Jabbar, Zaman 2019; Huber, Sloof, Praag, Parker 2020], 3rigHo 3 axkumu
HeTexHiYHMMK HaBmykamu € soft skills i came BoHM € BU3HauanbHUMK ana diHanbHoOro
ycnixy npoekTiB. |HWi aBToOpW, aKi aHanidyBanu CTaBNEeHHS akLiOHepiB Ta iIHBECTOPIB
NPOEKTIB A0 HETEXHIYHUX HaBMYOK YfIeHIB KOMaHf, TakoX [OBenu, WO Taka rpyna
CTEVKXONAEPIB MPOEKTIB SIK «aKLioHepu» Hafa€ nepeBary HETeXHIYHUM HaBuyKam
nopieHsaHO i3 TexHiyHumu [Nayak 2014; Arat 2014; DeChurch, Larson 2020; Gren,
Knauss, Stettina 2018]. 3rigHo 3 oTpMMaHKUMK pe3ynbTaTaMu, BOHW MPOMNOHYOTb HaBITb
3MiHIOBATU HaBYaslbHi MPOrpaMmn YHUBEPCUTETIB, OO BKIOUNTU HETEXHIYHI HaBUYKMK
[0 nepeniky HeObXiAHNX KOMMETEHTHOCTEN.

YpaxoBytoun 3a3HaveHe, MeToo L€l cTaTTi € OPMyBaHHS yHiBEPCaNlbHOTO Neperiky
HEeTEXHIYHNX HaBUYOK, SIKMMU MaloTb BOJIOAITM YJI€HUM pPO3MNOAINEeHOI MNPOEeKTHO!
KOMaHAW, a TakoX po3pobka MeTOAMYHOro iHCTPYMEHTapito OLiHIOBaHHSA UYSIEeHIB
PO3MNOAINIeHOT MPOEKTHOI KOMaHAM 3@ PIBHEM 3PINOCTI IX HETEXHIYHUX HaBUYOK, AKMUM
BMNJINBAE Ha Pe3ysIbTaTUBHICTb BCiEl KOMaHAHOI poboTu.

PesynbraTupocnipxeHHs.[119B1MBYEHHA LOCTATHOCTI/HEQOCTAaTHOCTIKOMMETEHL,iN
i HABMYOK cepef, YeHiB po3nofifieHol KOMaHAM HaMW MPOMOHYETLCH PO3POOUTU
YHIiBEpPCanbHUN Nepenik caMme HeTEXHIYHUX HaBUYOK. TakuMi yHIBepCanbHUN nepenik
MO>e BUKOPWCTOBYBATUCH AK YNPaBiHCbKUI IHCTPYMEHT Ha eTani OLiHKW PIBHSA 3PiNOCTi
HETEeXHIYHUX HAaBNYOK Ta BMSBIIEHHS BY3bKMUX MiCLib Y MOPTPONIO KOMMETEHLN YNeHiB
KOMaHAM, a TakoX A5 BU3HAYEHHS PU3NKIB y pobOTI Ta BNPOBaAXeHHS LOOATKOBUX
3axofiB LLOAO BOOCKOHANIEHHNA PIBHSA TakMX HaBMYOK cepef YieHiB KoMaHan. Ha Haw
nornsag, Ao ckaagy YHiBepcCaslbHOro nepeniky HeTeXHIYHUX HaBUYOK MOBUHHI BXOQUTU
came Ti, AKi HeobXigHi ANA NOM'AKLIEHHS BINBY Takux KPUTUYHUX dakTopiB poboTu B
PO3MOAiNeHIN KOMaHA|, AK BiACYTHICTb B3aEMOAIT Biy-Ha-BiY, BiACYTHICTb HEBepbanbHOro
CninkyBaHHs, Gi3NYHOT NIATPUMKN Ta PO3YMiHHS, AKi BKpak HeobxigHi ons KoMpopTHOT
Ta ePeKTMBHOT B3aEMOLIT YS1EHIB MPOEKTHOT KOMaHAM.

Pospobnstoun  yHiBepcanbHUN  Mepesiik  HETEeXHIYHUX HaBUYOK AN YJeHIB
PO3MOAINEeHOI NPOEKTHOI KOMaHAN, MY MAaEMO Ha MeTi CTBOPUTU NepeayCiM NpUKIagHnm
IHCTPYMEHT, AKWUI LOMOMOXe MeHeOxXepam npoekTiB cbopMyBaTh 3piny KOMaHAy,
ska PyHKUiOHYE 6e3 KOHMIKTIB Ta HEMOPO3YMiHb, TODTO OpraHiyHO i HanarogXeHo.
Ha Hawy oymKky, yHiBepcanbHUM Nepenik HETEXHIYHUX HaBUYOK €, MO CYTi, €Ta/IOHHO
MOAENO, 338 AOMOMOrOI0 SIKOI MOXHa OLIHIOBaTVM HETEXHIYHI HaBUYKWN PO3NOoAiNeHi
KOMaHAOW i BUABUTU Ta YCYHYTW NPOrannHu B il KOMMETEHTHOCTSX, @ TaKoX chopmMyBaTH
nopTdesnb 3ax0ofiB LWLOAO NMOKPALLEHHS PIBHA HETEXHIYHUX HAaBMYOK YSIEHIB KOMaHAM
3a419 epekTUBHOI PODOTH yCiX KOMaHA B opraHisaui.

[ns Toro, wob obpaTn, AKi HETEXHIYHI HAaBUYKW € TOIOBHUMMW A5 PO3BUTKY YIEHIB
PO3MOAINIeHOI KOMaHAW, MU MpoaHanisysanm Haykosi nybnikauii 3 JaHOrO MUTaHHS
[Mahmoud 2017; Carvalho, Rabechini 2015; Nitin 2017; Britto, Smite, Damm, Borstler
2020]. Mig yac aHanisy nitepatypu Oyso BUSBIEHO BN3bKO 24 HETEXHIYHUX HABMYOK.
YacTuHa umMx HaBMYOK (HanpukIag, BBiUIMBICTb, poboYa eTnKa, KOMYHIKaLiHi HaBUYKN)
MaloTb Bnn3bke 3HauYeHHs, ToMy y diHanbHOMY nepesiky BKIOYEHI Hamu [0 rpynu
«30aTHICTb PODOTM B KOMaHAi». Taki HaBUYKM, 9K PO3BUTOK IHLIMX YSIEHIB KOMaHAW Ta
Opi€EHTaLiA Ha KJiEHTa € cneundiYHUMN HETEXHIYHMMU HaBUYKaMU, AKi 3aiexaTb Bif
cneundikn NpoekTy Ta opraHisadii. Y Toln xe yac, Ha Hally AyMKY, OesKi 3 BUSHAUYEHUX
Yy HaykoBiW niTepaTypi HaBWMYOK, Hanpwukaag, BBIYJMBICTb Ta MUCbMOBI HaBW4YKWK, €
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BasoBuMK BUMOrammn Ao Byab-9KOro npauiBHKKa, a ix BpaxyBaHHsA OJ19 PO3MNOAINEHUX
KOMaHZ He MaTume O3Hak crneundiyHoCTi. 3a pesynbratamu NPOBeLEeHOro aHanisy
HaMU CKnafeHo nepesiik iz 7 HeTEXHIYHUX HaBMUYOK, 3 SKMMW Ma€ NpaLoBaTn MeHeOXep
po3snogineHoi komaHau (puc. 1, Tabn. 1).

HaBuuka NnpMcToCOBaHHS Ta CNPUMHATANBOCTI [0 HOBUX ifen, KOTpi
He NoB'sA3aHi 3 cTapmmu cnocobamu poboTu

OpieHTauis Ha
pesynbTar

3paTHICTb NOOMHM PO3Mi3HaBaTK, siKi Pe3ysibTaTh NPOEKTY BadXJINBI i
AKi KPOKM MOTPIOHO 3pobUTH A5 X LOCATHEHHS

Pobota B
KOMaHfi

HaBwuuka npautoBaTt epeKTUBHO 3 rpyroto Nofen Ans AOCATHEHHS!
MeTU NPoeKTy

HeTexHiuHi
HaBUYKU

3paTtHicTb NpautoBaTy 6e3 Harnsgy, TobTo AeMOHCTPaLLs 30aTHOCTI

CaMocCTiVHICTb L
BMKOHYBATH, iHiLiOBaTW Ta KepyBaTW MPOEKTHUMMW 3aBAaHHAMMU

ToYHICTb BUKOHAHHS 3aBfaHb, a TaKOX HaBWYKa YHUKHEHHA MOMUITOK

AKypaTHicTb . .
B PODOOTI 33 paxyHOK NMOBTOPHUX NEPEBIPOK

HaBuuka potpumarHs 30608'a3aHb, poboya [oBpoYecHicTb, AKi

OboB'a3koBicTb ! . . .
TaKOX YacTO XxapakTepHe MoyvyTTs Big4aHOCTI cnpasi Y poboTi

MpoakTnBHiCcTb
Ta KpeaTUBHICTb

[NoBepiHKa, KOTPIV XapakTepHa NonepeaxyBabHa peakLis Ha
006CTaBWHM, 3 METOO MOCTaBUTM PO3BUTOK MO Mif, CBil KOHTPOJIb

PucyHok 1 - CtpykTypa Ta xapakTepucTuKa YHIBEpCanbHOro nepesiky HeTexHiYHUX
HaBMYOK

Doxepeno: po3pobneHo asTopamu Ha ocHosi [Mahmoud 2017; Carvalho, Rabechini 2015;
Nitin 2017]

Tabnuusa 1 - PisHi 3pinocTi HETEXHIYHMX HABMYOK i X OMUCOBI XapaKTePUCTUKM

Ne XapakTepucTtika piBHS 3pinocTi

Hasuuka

basosun

MpocyHyTnin

MavictepHuin

[HyukicTb

- 3BOpPOTHIN 3B'A30K
BMKOPUCTOBYIOTLCS 5K
IHCTPYMEHT 4151 3pOCTaHHs.
- Yy>xa Toyka 30py Moxe
cnpuMaTmcs gk NoMUIKOBa
abo HaBMnaku - MOBHICTIO
NPURHATHA Be3 HanexXHMX
aprymeHTiB.

- [oToBHiCTL O KOMMPOMiICY,
asie He B 3MO3i OLHUTWY BJIACHUM
abo 4nnch piBeHb 3HaHb,

Lo BMMarae baraTto yacy Ta
pecypcis.

- 3a3B1Yai BiATyKM iHLWNX
CNpuMaloTbcst 0COBUCTO Ta

MoxnnBa obpasa.

- [oxBana Ta KOHCTPYKTUBHUMN
3BOPOTHUI 3B'A30K HaJaETbCH
KOMaHAi Ta MeHeaxXepy.

- OB'ekTMBHO poO3rNsfaoTbHCs
Pi3HI TOUKM 30pY, @ TaKOX
PO3biXHOCTI B AyMKaXx.

- 34aTHICTb NPUIMaTH PiLLEHHS,
BUXOASYMN 3 NOTPED KOMaHAM.
- 3AaTHICTb aKTUBHO CyXaTu
iHWWX Ta 3abe3nevyBaTu ix
PO3yMiHHS.

- [oToBHicTb BigkpuTO Ta
edpeKkTVBHO pearyBaTu Ha
BIATYKW IHLLUX.

- Mo nueicTb 3a3Bryam

edeKTVBHO HafaBaTV 3BOPOTHU

- HaBunukun aktusHO
cNyxaTu Ta po3yMiTu
NiATPUMYIOTbCS Ta
NPakTUKYyTbCS BCiMa
4YneHamMun KoMaHau.

- 34aTHICTb
KOHCTPYKTUBHO
MoZepyBaTu 3ycTpidi
3 KislbkOoMa JtoAbMU
Ta 3MiHlOBaTV NnaH
[ianory 3anexHo fo

notpeb.
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1 - 3BOPOTHWNI 3B'A30K - 3B'A30K: aHanisysaty,
[HyuKicTb 0bpobnaeTbCs 32 LOMOMOroo CTBOPIOBATY €/1IEMEHTU i Ta
YNleHiB opraHisauii. nocTinHo iHpopMyBaTH BCiX
3anyyeHnx Noaen.
2 - lHogi noTpibHa gonomora gns | - CTapaHHICTb y BUKOHAHHI - 30aTHICTb CTaBUTK
BWKOHaHHS 3aBAaHb CBOrO PiBHS.| BNACHNX 3aBAaHb Ha amMbiLinHi uini, axi
- HespaTtHicTb dpokycyBaTncs Ha | BUCOKOMY piBHI BiZMNOBIAHO 4O | KMAAKOTb BUKINK
Linax. LOMOBJIEHOCTEN Ta YMOB. 30ibHOCTAM.
- 3 HaNleXHOoo MOTMBALLiEtO, - MparHeHHs 4iTko po3ymiTh, - BMiHHs cTukatounch
LWIBWAKO Ta 3aXOMeHo AKNX LLiNen MOXHa [OCArTH, 3 nepeLukogamu,
BUMKOHYIOTbCS 3aBAAHHS. Ta OKPEeCNeHHs LWNaxiB ix Jlerko nepeTsopioBaTu
- 30aTHICTb PyXaTUCb O METU 3 | BOCATHEHHS. npobsiemu B 3aBAAHHS.
HacTaHOBaMW Ta HaragyBaHHaMM | - CTuKaloumnCh i3 Nepelukogamiy, |- BusHavatotbes witki
OpieHTaLis Ha | KepiBHMKa. LIYKAIOTb LWAAXM IX MOAONAHHSA. | KiHLEBI Ta MPOMIXHI
pe3ynbtaT |- BMiHHA 3p03yMmiTu, Wwo cknagHe | - BuaHayaHHA YiTKMX KiHLEBUX Ta | KPUTEPIi, 3a AKMMU
Ta BeJsiKe 3aBAaHHs chif, NPOMKHNX KPUTEPIN, 38 AKUMU | MOXKHa BUMIPATH
PO3KNacTn Ha BinbL NPOCTI, MO>Ha BUMIpsATH Nporpec ManbyTHI LOCATHEHHS.
ane Bce e notpebyeTbes poboTw. - 3paTHiCTb pyxatucs 4o
Jonomora, Wwob fgocartv metn | - MoximeicTb po3busaTi BENWKi | METH, HaBITb Mif TUCKOM
HanBiNbLW BIAMNOBIAHUM YMHOM. | Wi HA HU3KY MOCHIAOBHMX obcTaBuH.
KPOKIB i CTEXMUTH 3a iX
BUKOHaHHSAM.
- 3HaHHs / BUKOpUCTaHHS By nb-
AKUX METO/iB MOCTAaHOBKMN Lijinen
(SMART, WOOQORP Ttouo).
3 - Heoxoue npunmatotbcs - Konu kiHueBun TepMiH - HoknapaHHs
3aBaHHs Yi1eHiB KOMaHau 6M3bKO, 3aBXAMN € TOTOBHICTb | [OAATKOBUX 3yCWSlb 415
07151 JOCATHEHHS CMiJIbHOro OpaTtn fopaTKoBI 3aBAAHHS NiATPUMKN KOMaHAM B
pesynbTaTy, AKLLO NOTPIbHO. ONS AOCATHEHHS CNiNbHOro CKNafHUX CUTyaLlisix.
- 3paTHicTb Yac Big Yacy pesynbTaTy. - € pywiem iHiuiaTne
nigTPUMyBaTV KOMaHAHI - BigkpuTicTb 4O NUTaHb YNEHIB | KOMaHAW Ta NPUKIALOM
iHiLiaTMBWN. KOMaHau. ON9 KoMaHgu.
Pobota B - HecnpomoxHicTb epekTnBHO |- AKTMBHA y4acTb y KOMaHOHUX |- [parHeHHs NocTinHo
KOMaHai OINNTUCS i0eaMM 3 KOMaHOoo iHiLiaTVBaX. OiNTNTUCA HOBUMM
(Hanp., He B4aCHO TOLLO). - 3Mora NpUMHATA fonomory ineamu / 3HaHHAMMN
- Mae 3aranbHe po3yMiHHS Linen | Big YieHiB KOMaHAM, a TakoxX cepef YJieHiB KoMaHau.
KOMaHAwW, afne He Moxe BaynTn | 4oNoMorTu im. - CtapaHHicTb y
3B'AI3KY i3 BUKOHaHUMW HUM MOTUMBaLLii KONeKTUBY
3aBOaHHAMU [0 [OCATHEHHS BUCOKMX
- 3paTHICTb NpUMaTK onomory pesysbTaTiB.
Bifl YNIEHIB KOMaHOW, SKLLLO BOHMU
cami ii NPOMNOHYIOTh.
4 - demoHcTpytoTbea - demoHcTpytoTbea - BMiHHs HaBuaTy
CamocTivHicTb | nepenbavyBaHi pesysibTatu nepepnbavyyBaHi pesynbratn y KOJler KOHTpotoBaTH
e y TUNOBUX 3aBAAHHSAX. BCIX BUKOHaHWX 3aBOaHHSAX. 3aBaHHs, TEPMiHM Ta
OiATU 9K HAaCTaBHUK 3
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4 - CrapaHHicTb y poborTi - 3a HeobXiAHOCTI 3AaTHICTb LbOro NUTaHHS
3 HaCTaBHWKOM, KOTpa CaMOCTIMHO iHiLjitoBaTK 3ycTpidi |- PesynbTaTtn sk
CTPYKTypOBaHa Ta OpraHi3oBaHa, | 41 CUHXPOHI3aLil 3 KePIBHVKOM. | MOBCAKAEHHMX, Tak
ane NoBTOPIOBaHI 3aNnTaHHS - CnpoMOXHICTb perynspHo i HOBMX 3aBAaHb,
LoAo obroBoptoBaHUX Tem He € | iHbopmyBaTn Npo xig LLLO BMKOHYIOTbCS

CamocTirHICTb | pigKuMu. BUKOHaHHS 3aBOaHb, aBTOHOMHO, €
- BMiHHs iHbopmyBaTu kKoner NoBiIAOMATU MPO PUNKU, AK 33[0BINbHUMU.
Mpo Xif, BUKOHAHHSA 3aBAaHHS. TifIbKW BOHM ineHTUdIKOBaHI. - FoTOBHICTL BECTU
- Pesynbratn aBTOHOMHO - Pesynbratn noecskgeHHmx 06K BNacHmx
BMKOHYBaHWX 3aBAaHb 4acTo 3aBAaHb, O BUKOHYIOTbCS 3aBAaHb Ta kepyBaTu ix
OyBaloTb HE3a[0BITBHUMM CaMOCTINHO, € 3a[,0BINIbBHUMMU. npioputeTamu.
He3a40BiSIbHUMMN.

5 - Pobota BukoHyeTbCs be3 - He mae ceHcy B nepernsagi - Poborta BrkoHyeTbCA
NOMWIIOK y BUNaAKaxX PYTUHHOT | Ta nepeBipkax BUKOHaHMX 3 pigKicHUMMK Ta
poboTu. perynsipHux 3aBaaHHsX. He3HaYHVMW NOMUIKaMU
- 30aTHICTb BUKOHYBaTW pObOTU | - 34aTHICTb BUKOHYBaTK aHani3 |- IcHytoTb He3HauHi
3 J,OMNYCTUMOIO KiNbKICTIO NOMWOK. NOMWIIKM, AKi He
NoMWUIIOK nicnsa nepepbayeHnx |- Hosi 3aBgaHHs noTpebytoTb BMNIVBAIOTb Ha SIKICTb
2-3 payHaiB nepesipkn poboTn | O[HOro payHay nepernsgy Ta BMKOHaHHS 3aBAaHb.
KEPIBHUKOM. nepesipok, Wob JoCArHyTH - [oToBHicTb NpocuTn
- FoToBHiCTE 0OPOBAATH BaxxaHoro pesynbrary. nopagy, kLo

AkypaTHicTb | KOMeHTapi, ane poborTa, sk - BMiHHs BXXe npoBoantn 3aBAaHHs paHille He
npaBunIo, BUMarae e OfHOro | A4OCTOBIPHI OrsiAN pe3ynbTaTiB | BUKOHYBasoCh.
payHay nepernsgy. poboTn ToBapuLLIB Mo KOMaHai, |- lMNposoanTscs
- BukoHyeTbCst aHani3 noMUNoK | 4iTKO BU3HaYaHHS MOMUSIOK. HagiHWI ornsig,
3a 3annToM. pesynbTaTie poboTu

TOBapwuLLIiB NO
KOMaHmi, HagatoTbCa
pekoMeHpaL,ii Woao
TOro, K YHUKHYTU
TUMNOBUX MOMWIIOK Y
ManbyTHbOMY.

6 - BukonytoTbcs obiusHky, ane - MoxnneicTb B4acHO - BMiHHA BUMTK
He B TEPMiH. BUKOHYBaTK OBILSHKN. iHLVX BUKOHYBaTWU
- BMiHHs paBaTu oHOBMEHHS - CTapaHHiCTb y TPMMaHHI BCiX B | 3060B'si3aHHs Ta 3HaTH,
CcTaTycCy 3a 3aBAaHHAM 3a Kypci nogin. 4OMY Lie BaxKJIMBO
3annTom. - HamaraHHs niknysatucsa npo (TpUMaTn KomaHay B
- 3a3BuYain, pesynbTaTv poboTK | pesynbTaT i 4EMOHCTPYBaTK KypCi, KOMYHiKyBaTh

O6oB'A3KOBICTb | MPUNHATHI, ane HeMOXJIMBO LOAATKOBI 3yCUAINSA Y BUKOHAHHI | py3nkn abo
noknactucs Ha Hux y 100% 3aBOaHb. BiOMoBigaTM YacoBUM
BMNaAKiB. - PesynbTtatt pobotn OLiHKaM).
- Pesynbratn abo npobnemu, nepenbauysaHi.
CTaloTb BiAOMUMU NnLLe [0 - OBOB'A3KOBICTb y KEPYBaHHI
BCTaHOBJIEHOIO TEPMIHY, OYiKyBaHHSIMMW iHLLMX.
HISIKOro aKTMBHOIO YNpPaB/liHHA
OYiKyBaHHSAMW He LeMOHCTPYIOTb
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[MpoakTnBHicTb

Ta KpeaTuBHICTb

- ﬂeMOHCprIOTbCﬂ AOCUTb

peakTuBHa nosepgiHka y pobori.

- CrapaHHicTb nponoHyBaTn
BAOCKOHAaJIeHHS, iHiLiaTUBWY,
ane notpebytoTbes NigTPUMKa
Binbw 3pinux koner, Wob ix
peanizyBaTu.

- HamaraHHs nponoHysatn
OOMOMOTY y BUPILLEHHI
npobsiem, KOS Ha Le BKasye
KePIiBHUK.

- FoToBHicTb BpaTtn
BiANOBIAANbHICTb TiJIbKM 3a
BNacHy pobory.

- 3paTHICTb NPOMNoOHyBaTH
BHECEHHS 3MiH Y 3BUYHWNIN

cnocib pobotu.

- BMiHH# npautoBaTn be3
30BHILLHIX MOTMBATOPIB.

- MponoHye inei ons
BAOCKOHAaNIEHHS Ta Ma€ njaH ain
ans ix peanisauii.

- HamaraHHsa BucTynaTu pyLuiem
iHiLiaTVB.

- CnpoMoxHicTb HafaBaTu
obrpyHTOBaHI nponosuuii woao
BLOOCKOHaseHHs, aki bepyTbes
Lo poboTu.

- BMiHHSA HecTn noBHY
BiANOBIAaNbHICTb 3@ BJlaCcHe
PilLEHHS Ta PiLLEHHS, MPUNHATI

nignernumm.

- [oToBHicTb BUCTynatn
PYLUIEM KpeaTUBHNX
iHiLiaTMB.

- JemoHcTpytoTbes
HaNeXHi KOHTPObHi
3aX04W WOA[O cTaTycy
BMPOBaAKEHHS
iHiUiaTMB.

- CtapaHHicTb
3aincHoBaTK A,

AKi MO3UTUBHO
BMJMBAIOTL AK Ha
MOTOYHI aKTUBHOCTI,
Tak i Ha ManbyTHIN cTaH
NpoeKTy.

- 34aTHICTb HaBYyaTu

iHiLiaTMBHOMY nigxony

CBOIX YSIEHIB KOMaHAN

Ta nignernuvx.
Dokepeno: cknageHo aBTopamu Ha ocHoBi [[puak 2020; Catlin 2017] Ta BnacHoi npakTuku

OckinbknM  OOHWMM i3  3aBOaHb [OOCHIOXeHHs € anpobauis 3acToCyBaHHS
3aNpPONOHOBAHOrO Mnepesiky ANA OLIHKM 3PINOCTI HETEeXHIYHUX HaBU4YOK YJIEHIB
pO3MnoAifeHoi KoMaHaW, TO ANS NO4ANbLIOro AOCIAXKEHHS M 0Dpanu KoMMaHito, aka
byHKUiOHYE B ranysi iHbopMaLiHUX TEXHOMOTIN Ta KOHCANTUHTY Ta € NiLEePOM ranysi
B YkpaiHi. B pesynbraTi baratopiyHOro goceify KoMnaHis NpornoHye BAacHi NporpamMHi
NPOAYyKTU Ta YHiKasbHi PilUEHHA IHO3EMHUM 3aMOBHMKaM. 3 MOMEHTY 3aCHYBaHHS
KoMmMaHii, TobTo 3 noyatky 2000-x pokiB, KOMMaHifA KOHCYJIbTYE Ta PO3PODASE PilLEHHS
LANs aBTOMODINbHOI, aBialinHOI, TeNeKOMYyHIKaLiMHOI, CTPaxoBOl, MegUYHOT Ta iHLIKX
ranysen. Ha coborogHi 6amsbko 1200 cniBpobiTHMKIB MpauioloTs y PO3MOAINEeHNX
KOMaHZax KOMMaHil y YNCNEHHUX MIXXHapPOLHUX NpoekTax. Y Mexax i€l komnaHii Oyna
BioibpaHa ofgHa po3nogineHa KOMaH4a O OUiHKM PIBHSA HETEXHIYHUX HAaBUYOK Y i
YyneHi..

[Mpouec Ta eTann OLIHKM PIBHA HETEXHIYHUX HaBUYOK, BMPOBAAXEHUN HaMU ONS
BHYTPILLHbOro BAOCKOHANIEHHS PIBHS X 3PIIOCTI Y PO3MNOAINEHIN NPOEKTHIN KOMaHAI,
BUKJTaAEHO HMXYe:

1. HacTaBHWK KOXHOro 4fseHa KOMaHAW pPa3oM 3 KepiBHUKOM pPO3MOAiNeHO!
KOMaHAW NPOBOAWTb MOBHY OLIHKY KOMMETEHLIN | HeTeXHIYHUX HaBUYOK
3rifgHO 3 3anMpPOMOHOBAHWM YHIBEPCaslbHUM MepenikoM, SKUW € aBTOPCbKOO
mMoandikoBaHo Bepcielo knacudikalii, WO BUKOPUCTOBYBanachb Yy KOMMaHil
paHiwe.

2. KepiBHUK NpoeKTy aHani3ye pe3ysibTaTu OLHKYM Ta, PO3yMitouM ckiag KOMaHau Ta
LiNi NPOEKTY, OLiHIOE PU3NKK Ta GOPMYE NPIOPUTETU O PO3BUTKY HETEXHIYHWX
HaBWYOK Yl€HaMM PO3NOLiINEeHOT MPOEKTHOI KOMaHaM.

3. PopMyeTbca NaH LOCATHEHHS HEODXIAHOTO PiBHSA HETEXHIYHUX HABMYOK Y YJIEHIB
PO3MNOAINeHOT KOMaHAM, @ TakoX KPUTEPIl AOCATHEHHSI B3aEMOLIT i3 KEPIBHUKOM,
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HacTaBHMKOM abo NpencTaBHUKOM KOMaHAOW, ska 3alMaeETbCs PO3BUTKOM
KOMMETEHLiN Ta TPEHIHraMKn B KOMMNaHil.

[ns 6e3snocepenHbOi NpoLenypy OLiHKM HaMn Po3pOobieHO LKany nepeBefeHHs
JHIBICTUYHMX O3HAK 3PISIOCTIi HETEXHIYHUX HABUYOK, HaBeAeHUX y Tabnuui 1,y KifbkicHy
cuctemy BumiptoBaHHs Big 0 go 3 6anis, BiANOBIAHO [0 KO

- 0 banis - cTaTyc 3piNOCTi HABUYOK HE BU3HAYEHNI:

- 1 Oan - GasoBUI piBEHb 3PINIOCTI HETEXHIYHUX HABUYOK;

- 2 Danun - NPOCYHYTUN pPiBEHb 3PINOCTI HETEXHIYHUX HABUYOK;

- 3 banun - MancTepHUI piBEHb 3PISIOCTI HETEXHIYHWX HAaBUYOK.

PesynbTatu ouiHIOBaHHS A1 0OpaHOi po3nofineHol KoMaHAM 3a XxapakTepucTmkamm
3pinocTi Ta NnocafamMu HaBefeHi B Tabnuui 2.

Tabnuusa 2 - Pe3ynbTaTi OLiHKM HETEXHIYHUX HABUYOK YSIEHIB PO3MOAiNEeHOI KOMaHAM

Ponb y Jlinep InxeHep | InxxeHep |IHxeHep | Tect Tect CepegHin
KoMaHnai KoMaHAaun 1 2 3 IHXeHep | iHxeHep | piBeHb
1 2 3pisocTi
HaBUYKM
HaBunuka
KOMaHAun
[HyuyKicTb 3 1 3 2 1 2 2
OpieHTayis Ha 2 3 2 3 2 3 3
pesysbTaTt
Poborta B 3 2 3 1 3 1 2
KomaHAai
CamocTinHicTb 2 2 3 3 2 3 3
AKypaTHICTb 3 1 2 1 1 3 2
Ob6oB's3k0BICTb 2 2 1 2 2 3 2
[lpoakTuBHICTb 3 1 3 3 2 2 2
Ta KpeaTuBHICTb
3aranbHui 18 12 17 15 13 17
piBEHb 3PINOCTI

Ibkepeno: BiacHi po3paxyHKu aBTopis

Pe3synbTaT poCnigKeHHA NPOAEMOHCTPYBAN, LLLO HETEXHIYHI HAaBUYKM MaKCUMabHO
PO3BUHYTI MO-PI3HOMY Y USIEHIB PO3MOLINEeHOT KOMaHAM, Lo, 3 OAHOro BoKy, Jonomarae
4JleHaM KOMaHAW [OMOBHIOBAaTWM Ta KOMMEHCYBaTW OAMH OAHOro 3 TOYKWU 30pYy
KOMMETEHTHOCTEMN, @ 3 IHLLIOro - Taka CUTyaLis € MOXJ/IMBICTIO AJ19 KOMaHAW CTaTu BinbLu
edpeKTBHOIO Ta JOCAraTh KPaLLMX MPOEKTHNX Pe3ysbTaTiB 3a PaxyHOK MOKPALLEHHS PiBHS
3PINOCTI HETEXHIYHMUX HaBMYOK iIHAMBIAYaNbHO.

o6 ™atm yaBneHHs Npo  3arasibHWUA  PiBEHb  BOJSIOAIHHS  HETEXHIYHUMM
KOMMETEHTHOCTAMU Yy [OCHIAXYBaHIM KOMaHAi, BapTO BM3Ha4yaTW CepPefHE 3HaYeHHS
OLLIHOK 3a KOXHO HaBMYKOIO (3a Mogennto cepenHboi apudmeTnyHoi). Jns ogHo3HayHOT
IHTepnpeTauii pe3ynbraTiB MW MPOMOHYEMO OMepyBaTV LiIMMU 3HAYEHHAMW CEePeaHiX
ouiHOK De3 ypaxyBaHHA OPIOHOT YacTMHU 38 YMOB OKpYrfieHHs. Pesynstatn pospaxyHkis
npencTaBfeHi Ha PUCYHKY 2.
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[Hy4kicTb
3
MpoakTnBHicTb Ta 2 OpieHTauis Ha
KpeaTUBHICTb pes3ynbTaT
Obos'askosicTb Pobota B kOMaHai
AkypaTHIiCTb CaMocCTinHiCcTb

PucyHok 2 - PiBHi 3pifloCTi HETEeXHIYHMX HaBWYOK B [OCNIAXKYBaHI PO3NOAiNeHin
KoOMaHgi
Hoxepeno: BracHi po3paxyHku aBTopiB

OTxe, y [OCNIOXYBaHIN KOMaHLi iHXeHepiB-pOo3pOobHMKIB PO3BUTKY NMOTPEDYIOTH
5 i3 7 ouiHoBaHWX MapameTpiB 3pifoCTi - THYYKiCTb, MPOAKTUBHICTb, 0OOB'A3KOBICTb,
aKypaTHiCTb i poboTa B KOMaHAi. 3 MeTol MiABULLEHHS iX PiBHA 3PiNoCTi Hamu
PO3rNSHYTO HaMKpaLli NPakTUKK, a TakoX Pi3Hi BUAW HaBYalbHUX CTPaTeriun, SKi MOXHa
3acTocyBaTW B MpoeKTax 3 PO3noAifIeHNMN KoMaHAaMW. 3rifHO 3 AOCHIAXEeHHAM
M. CiHk, MeToau PO3BUTKY HETEXHIYHWX HABMYOK MOXHa PO3LIUTU Ha TPWU rpynu:
BUKJIaLHi, KepOBaHi Ta akTUBHI cTpaTerii, ak npeacTtasneHo B Tabnuui 3 [Cinque 2014].
CrparTerii Bk/tOYaloTb Ik METOAM BUKJTaAaHHSA B YHIBEPCUTETI, Tak i METOAN HaBYaHHS B
komMnaHisx [Pierre, Rebele 2019; Tseng, Yi, Yeh 2019].

Ta6bnuusa 3 - MeTogosorii 4ns PO3BUTKY HETEXHIYHMX HAaBMYOK 3a rpyrnamm

BuknapgHi KepoBsaHi AKTUBHI
Jekuit Hnckyccii Ta pebatu Mo3skoBum LITypMm
CemiHapwn MawncTep knacwm Ponbosi irpu
KondepeHuii Cumynauii TpeHiHrn
HacTtaBHULUTBO Kenc-metop
[MpoekTHa poboTa

Dbxepeno: cknageHo aBTopamu 3a matepianamu [Cinque 2014]

3rinHO 3 pe3ynbTaTaMyW  OLIHKM Ta CTaHOAPTHUMW MNpakTUKamMu PO3BUTKY
HEeTeXHIYHMX HaBMYOK 3a rpynamMu s 4OCNiaxXyBaHoOl kKoMaHan Oyna obpaHa npakTnka
HacTaBHWULTBA, TODTO KepoBaHa CUCTEMa PO3BUTKY HaBUYOK. Takuii MeTon, PO3BUTKY €,
Ha Hal nornag, MakCrMMallbHO MepPCOoHasni30BaHUM i CMPAMOBaHUN Ha BUMNPaBEHHS
HaBMYOK KOHKPETHOI JIoAMHM B pobOTi Ta TpaHchopmalito ix i3 ba3oBoro piBHA A0
NPOCYHYTOrO Y KOPOTKNM TEPMIH, LLLO € Ba>JIMBUM A151 Pe3ybTaTiB MPOEKTY.

Y pesynbraTti pobOTN HacTaBHWKIB Ta YNEHIB KOMaHAW npoTtarom 6 Micauis byna
npoBefeHa NOBTOPHa OLiHKa 3PINIOCTi HETEXHIYHUX HaBNYOK (puc. 3).
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[MHyukicTb

3
MpoakTnBHicTb Ta OpieHTauis Ha
KpeaTUBHICTb pesynbTaT
1
0
O6bos'askosicTb PoboTa B komaHg,i
AKypaTHICTb CamMocTinHicTb

PucyHok 3 - PiBHi 3pinocTi HETEXHIYHMX HaBMYOK B KOMaHZi Yyepes 6 micauis
Jkepeno: BiacHi po3paxyHKu aBTopis

3rifHO 3 OTpPUMaHWMW pe3yfbTaTaMu, MalXxe Yy BCiX 4YSI€HIB KOMaHAW nporpec
ineHTUdikoBaHUN 3a TUMKU HaBMYKaMK, ki Dynm B npioputeTi, Ta 3 6a30BOro PiBHS
Ui HaBUYKW OOCAMAN MPOCYHYTOro PiBHSA 3PINOCTI 3rifHO 3 XapaKTepuUCTUKaMu PiBHIB
3pinocTi HeTexHiYHux HaBuyok (Tabs. 1). Kpim Toro, 3a uewn nepion 4acy nocuneHHs
HETEXHIYHMX HaBMYOK TakKoX BiADyBanocs OpraHiyHO 3a pPaxyHOK ChifbHOI npaui
Hag NPOeKTOM, 3BOPOTHOrO 3B'A3KY Bif, YIEHIB PO3MNOAINEHOI KOMaHAW, B3aeMoail 3
KOMaHO Ta OTPUMaHHSA MOXJ/IMBOCTEN NPOSIBY HABUYOK Y MPOEKTHNUX CUTyaLlisiX.

BucHoBKM. TakiM 4nHOM, NpoBefeHe AOCIAXEHHS NOKa3ao, Wo BUCOKUM PiBEHD
3PINOCTIHETEXHIYHMXHABUYOKYIEHIBPO3MN0o4iNIeHOTKOMaHAM €3anopyKoto iiedekTUBHOT
poboTK. 3aNpPONOHOBAHUI METOAUYHWI IHCTPYMEHTAPIN OLIHKN HETEXHIYHMX HAaBUYOK
pornomMarae mMeHepXepam KOMaHAW He TiNIbKM BU3HAYUTW PiBEHb 3PINOCTI HaBUYOK
YneHiB CBOET KOMaHAaW, ane i cdopMyBaTN KOMaHAY TakMM YNHOM, LLOD HU3bKNI piBEHb
NeBHMX HaBMYOK Y YSI€HIB KOMaHAM KOMMNEHCYBaBCH PO3BUHEHICTIO IHLLNX.

AnpobaLis aBTOPCbKMX pPeKoMeHZauiln Ha npukiagi pPo3nofifieHol KOMaHAau
iHXXeHepiB-pPO3PODHUKIB yKpaiHCbKOI KOMMaHIi TakoX fafla MeHeaXepy MpoekTy
PO3YMiHHS, PO3BUTKY SIKMX HAaBMYOK CMiBPOBITHMKIB Cnig npuainvti Binblie yBaru s
nokpaLlleHHs epeKTUBHOCTI poboTu yciel komaHan. OTpuMaHi pesynbTati NOBTOPHOIO
OLLIHIOBAHHSA PIBHA3PINOCTIHETEXHIYHUX HABMUYOK YTIEHIBKOMaHAM 3a3aNPONOHOBaHNMM
XapakTepucTnkaMmm 4osenu AOLIbHICTb BUKOPUCTaHHA K IX YHIBEPCallbHOro nepeniky,
Tak i ix po3noginy 3a 6a3o0BMM, NPOCYHYTUM i MAaNCTEPHUM PIBHAMMU.

[NepcnekTBamMy nopanblUMX [OCNIOXKEHb € OLHIOBaHHS BMVBY PiBHS BOJIOLIHHSA
HeTeXHIYHMMN HaBMYKaAMWN Ha pe3ysibTaTh PoDOTY Ta CTaH NPOEKTY, TOBTO [OCATHEHHS
NPOEKTHWX LLiSIe B 3a/1€XXHOCTI Bif, HABWYOK YJIEHIB PO3MNOAINEHOI KOMaHAN.
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